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“The massive centralization of … information creates a temptation to use it for 
improper purposes, threatens to ‘chill’ the exercise of First Amendment rights, and 
is inimical to the privacy of citizens.”

Report of the Select Committee to Study Governmental 
Operations with Respect to Intelligence Activities 

(Church Committee) 
April 19761

“[T]he value of any piece of information is only known when you can connect it 
with something else which arrives at a future point in time. … [S]ince you can’t 
connect dots you don’t have, it drives us into this mode of: We fundamentally try to 
collect everything and hang on to it ‘forever.’”

Gus Hunt 
Chief Technology Officer, Central Intelligence Agency 

March 20132
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Our lives are composed of small details. Any one detail, standing alone, may provide little insight into 
one’s identity, but the aggregation of details can paint a surprisingly accurate and revealing picture. 
As Justice Sonia Sotomayor observed in a case involving GPS monitoring, information about an 
individual’s location, without more, “generates a precise, comprehensive record of a person’s public 
movements that reflects a wealth of detail about her familial, political, professional, religious, and sexual 
associations.”3 A far more detailed account of a person’s travels, friends, beliefs, and hobbies could be 
generated through information about:

•	 When she visits her therapist’s office
•	 Her public Facebook postings and tweets
•	 All of the non-deleted and non-encrypted information on her computer, phone, or iPad 
•	 Whom she emails or calls and when
•	 The places she travels 
•	 The meetings and gatherings she attends 
•	 Her credit history, driving record, and more 

What else do these data points have in common? They are all examples of information the government 
is authorized to obtain in certain circumstances without suspicion of criminal activity, and keep for law 
enforcement and national security purposes. The government’s sweeping information-gathering powers, 
dramatically expanded post-9/11, have combined with a top-down mandate to retain information and 
share it across the federal government for a range of often opaque purposes.

This state of affairs is, historically speaking, a recent one. In the decades immediately preceding 9/11, as 
a result of serious abuses of power, a web of laws, policies, and guidelines restricted the information that 
law enforcement and intelligence agencies could gather about Americans and others residing legally 
in the U.S. As a general rule, agencies could not collect personal information for law enforcement or 
domestic security purposes without some fact-based justification to suspect involvement in criminal 
activity or a connection to a foreign power. Information about First Amendment-protected activity also 
received heightened protection.  

The attacks of September 11, 2001, and the intelligence failures preceding them, sparked a call for 
greater government access to information. Across a range of laws and policies, the level of suspicion 
required before law enforcement and intelligence agencies could collect information about U.S. persons 
was lowered, in some cases to zero. Today, for example, customs agents may search and copy the entire 
contents of a U.S. citizen’s laptop when she enters or leaves the country, without any individualized 
basis for suspicion. Many restrictions on gathering information about First Amendment-protected 
activity have been similarly weakened. The result is not merely the collection of large amounts of 
information, but a presumptive increase in the quantity of information that reflects wholly innocuous, 
and in some cases constitutionally protected, activity. 

Other publications, including reports issued by the Brennan Center,4 have addressed whether lowering 
the threshold for suspicion to collect information poses an undue risk to civil liberties. This report 
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addresses a separate question: Regardless of whether the expansion of the government’s domestic 
information collection activity can be expected to yield enough additional “hits” to justify its various 
costs, how do federal agencies deal with the apparent “misses” — the stores of information about 
Americans5 that are swept up under these newly expanded authorities and that do not indicate criminal 
or terrorist behavior? 

One might expect that this information would not be retained, let alone extensively shared among 
agencies. To the contrary, there are a multitude of laws and directives encouraging broader retention 
and sharing of information — not only within the federal government, but with state and local 
agencies, foreign governments, and even private parties. Policymakers remain under significant pressure 
to prevent the next 9/11, and the primary lesson many have taken from that tragedy is that too much 
information was kept siloed. Often lost in that lesson is that the dots the government failed to connect 
before 9/11 were generally not items of innocuous information, but connections to known al Qaeda 
or other foreign terrorist suspects.6 Meanwhile, the cost of data storage is plummeting rapidly while 
our technological capabilities are growing, making it increasingly cheap to store now and search later.7 

Of course, federal and state agencies must maintain databases to carry out legitimate governmental 
purposes, including the provision of services, the management of law enforcement investigations, 
and intelligence and counterterrorism functions. In addition, where law enforcement agencies have 
reasonable suspicion of possible criminal activity or intelligence components are acquiring information 
on foreign targets and activity, they must retain information to track investigations, carry out lawful 
intelligence functions, and ensure that innocent people are not repeatedly targeted. 

History makes clear, however, that information gathered for any purpose may be misused. Across 
multiple administrations, individuals and groups have been targeted for their activism, and sensitive 
personal information has been exploited for both political and petty reasons. The combination of vastly 
increased collection of innocuous information about Americans, long-term retention of these materials, 
enhanced electronic accessibility to stored data, and expanded information-sharing exponentially 
increases the risk of misuse.  

One argument for retaining and sharing all information, regardless of its immediate or likely value, 
is that the information can be “data mined” to identify hard-to-see patterns that can predict terrorist 
activity. Although marketers use such tools to predict with surprising accuracy whether a 26-year-old 
woman in a suburban neighborhood will buy running sneakers or infant formula, researchers have 
demonstrated persuasively that it is impossible — and unlikely ever to become possible — to predict 
whether she, or anyone else, will take part in an act of terrorism.8 Unlike the purchase of Nike or Gerber 
products, acts of terrorism are so rare and so disparate in origin that there is no regular pattern to be 
discerned based on a person’s everyday activities, making the value of such information for predicting 
terrorism negligible at best. In the meantime, government counterterrorism databases are becoming 
so choked with information that analysis becomes impossible, leading Congress and agency experts to 
criticize the never-ending data consumption. 
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Against this backdrop, this report analyzes the retention, sharing, and use by federal law enforcement 
and intelligence agencies of information about Americans not suspected of criminal activity.9 It 
examines five distinct categories of information. The categories selected all share certain traits: (1) the 
applicable legal standard was lowered post-9/11 to permit or encourage the collection of information 
where little or no suspicion of criminal activity exists; and (2) the standards for retention and sharing of 
the information are at least partially available (albeit not always readily or fully accessible). 

The categories are:

1.  Suspicious Activity Reports: Reports used by federal, state, and local authorities to 
provide information to the federal government and others about both criminal and 
non-criminal activity. 

2.  Assessments: FBI investigations that require no suspicion of criminal activity and use 
a wide range of often intrusive investigate tools. 

3.  National Security Letters: Secret subpoenas that the FBI can deploy to acquire 
individuals’ communication and financial histories in national security investigations 
without judicial oversight. 

4.  Electronic searches at the border: Suspicionless searches by the Department of 
Homeland Security (DHS) of travelers’ laptops, cameras, PDAs, and other electronic 
devices at U.S. border crossings.

5.  National Security Agency: The collection of Americans’ communications — both 
content and “metadata” — by the NSA, as well as the agency’s maintenance of 
databases and data centers about Americans. 

Among these data sets, this report finds that in many cases, information carrying no apparent 
investigative value is treated no differently from information that does give rise to reasonable suspicion 
of criminal or terrorist activity. Basically, the chaff is treated the same as the wheat. In other cases, 
while the governing policies do set certain standards limiting the retention or sharing of non-criminal 
information about Americans, the restrictions are weakened by exceptions for vaguely-described law 
enforcement or national security purposes. Depending on the data set, presumptively innocuous 
information may be retained for periods ranging from two weeks to five years to 75 years or more. 

DATA MINING REPORTING REQUIREMENT

The Federal Data Mining Reporting Act of 2007 requires federal agencies to report to Congress 
on their data mining activities. Under the Act, data mining involves searching databases to 
discover patterns that predict terrorist or criminal activity; subject-based data analysis or searches 
that start with personal identifiers do not qualify, nor do searches for historical trends. 
42 U.S.C. § 2000ee-3.
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And the effect of these extensive retention periods is magnified exponentially by both the technological 
ability and the legal mandate to share the information with other federal agencies, state and local law 
enforcement departments, foreign governments, and private entities.

To address these problems, this report recommends the following reforms:

1.  Ensure that policies governing the sharing and retention of information about 
Americans are accessible and transparent.

2.  Prohibit the retention and sharing of domestically-gathered data about Americans for 
law enforcement or intelligence purposes in the absence of reasonable suspicion of 
criminal activity, and impose further limitations on the dissemination of personally 
identifiable information reflecting First Amendment-protected activity.

3.  Reform the outdated Privacy Act of 1974, which has fallen far short of its goal of 
protecting the privacy of Americans’ personal information, through statutory 
amendments and establishment of an independent oversight board.

4.  Increase public oversight over the National Counterterrorism Center, a massive federal 
data repository that increasingly is engaged in large-scale aggregation, retention, and 
analysis of non-terrorism information about Americans. 

5.  Require regular and robust audits of federal agencies’ retention and sharing of non-
criminal information about Americans.

These measures will preserve the government’s ability to share critical information and safeguard the 
nation’s security while limiting the amount of innocuous information about innocent people that is 
kept and shared. This will reduce the risk of abuse and misuse, and prevent the government from 
drowning in data. 
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GOVERNMENT INFORMATION COLLECTION, SHARING, AND RETENTION: HISTORY 
AND CONSEQUENCES
  
Broadly speaking, the history of the federal government’s collection, retention, and sharing of 
Americans’ personal information falls into three main periods: Cold War and Nixon-era abuses, 
post-Nixon reforms, and post-9/11 re-expansion of authority. Some of the pre-9/11 restrictions on 
the collection of information about Americans were put in place in the 1970s precisely because of 
revelations that personal information about law-abiding citizens had been systematically misused for 
decades. Successive administrations used such information to disrupt political and social movements 
or to harass personal or political enemies. While less has been revealed about post-9/11 practices, 
there are documented instances of law enforcement targeting groups for their political activities, as 
well as widespread instances of personally motivated misuse of information. An appreciation of this 
background is critical to understanding the risks accompanying the widescale retention of information 
about Americans. 

A. History

1.	 Pre-9/11:	Widespread	Abuse	and	Reforms	

From the Cold War through the abuses of Richard Nixon, the federal government tracked and harassed 
citizens engaged in a range of constitutionally protected activities.10 In 1975, the U.S. Senate established 
a special committee to study and report on the nation’s intelligence activities, prompted by allegations 
of wrongdoing by the major intelligence and law enforcement agencies.11 Known as the Church 
Committee after its chair, Sen. Frank Church of Idaho, the committee exposed a range of abuses by the 
Federal Bureau of Investigation, Central Intelligence Agency, and National Security Agency. 

The FBI was among the most active, disrupting various domestic social justice activists and political 
movements perceived as left-leaning, including women’s liberation movements, “every Black Student 
Union,” and Martin Luther King, Jr., himself.12 Most of these activities were carried out anonymously, 
allowing the FBI to deny its involvement. The FBI’s practice of sharing information extensively within 
the executive branch significantly magnified its harm. For instance, the FBI provided the largest volume 
of information for the IRS’s Special Service Staff, which President Nixon used as his “enemies list” 
to target political dissidents for tax investigations.13 The FBI also disseminated information to other 
federal agencies — and, in some circumstances, military agencies and the White House — about 
Vietnam War protestors, nuclear disarmament activists, and religious, civil liberties, and student groups 
involved in war resistance.14

The FBI also provided the bulk of the information that the CIA used in its Operation CHAOS 
program, a massive domestic spying initiative.15 The program saw a cadre of CIA officers attempting to 
collect as much information as possible — at one point 1,000 reports per month from the FBI16 — in 
an unsuccessful attempt to unearth evidence of foreign influence on domestic political movements.17 
CIA officers themselves attended anti-war demonstrations and reported on domestic groups to the 
FBI,18 sending over 5,000 reports to the Bureau in the CHAOS program’s seven years of operation.19 

II. 
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The CHAOS program’s computer system, known as “HYDRA,” ultimately contained files indexing 
approximately 300,000 Americans.20 

The National Security Agency aided the FBI and CIA in their domestic surveillance operations.21 Like 
the CIA, the NSA was asked to conduct a general investigation of possible foreign influence on various 
domestic movements.22 Under the code-name Project Shamrock, the NSA developed watch lists of 
American citizens and obtained, in real time, copies of the vast majority of all telegraphs leaving the 
United States.23 The data collected by the NSA was provided to the CIA,24 which itself opened and read 
all correspondence entering and leaving the United States.25 At least one CIA employee recalled searching 
the NSA’s files “for the names of various well-known civil rights, antiwar, and political leaders.”26 

Following the revelations of these privacy and civil liberties abuses, Congress enacted a number of 
measures to regulate information collection and sharing by government agencies. The Privacy Act of 
1974 restricts the records that a federal agency could keep, requiring that they be “relevant and necessary 
to accomplish a [required] purpose of the agency.”27 When an agency “establish[es] or revis[es]” the 
“existence or character” of a database, it must publish a notice in the Federal Register called a System 
of Records Notice (SORN).28 The SORN describes the records being kept in the database and their 
permissible uses. The Act also obligates agencies to give individuals a mechanism to see and challenge 
the accuracy of their information,29 and it restricts agencies’ maintenance of information about First 
Amendment-protected activity.30 

PRIVACY ACT OFFERS LITTLE PROTECTION IN PRACTICE

The Privacy Act, intended to help guard Americans’ personal information, is increasingly little 
more than a fig leaf. The statute requires agencies to specify the permissible “routine uses” for the 
information in its various databases; these uses must be compatible with the purposes for which 
the data was originally collected.31 In practice, however, the uses listed by agencies can be quite 
broad and vague. Some agencies have developed “standard” routine uses that apply to multiple 
systems of records. Shortly before 9/11, for instance, the FBI set out “blanket routine uses” to 
apply to “every existing FBI Privacy Act system of records and to all FBI systems of records 
created or modified hereafter.”32 The databases to which these blanket uses apply are often not 
identified or are identifiable only through diligent investigation. Moreover, information can be 
shared with entities that are not themselves required to abide by the Privacy Act.33 While this 
element of the Act is not new, the last decade has seen it leveraged in increasingly powerful ways. 
The National Counterterrorism Center, for example, may use and retain data that was initially 
gathered for much more limited purposes.34 Even among agencies that are subject to the Privacy 
Act, intra-agency sharing is subject to minimal restrictions, allowing an agency component that 
gathers information for one purpose to share it with another component that may use it for very 
different purposes. This creates a troubling loophole at a large, multi-component agency like the 
Department of Homeland Security, which was cobbled together from independent entities with 
widely varied missions.35
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In 1976, Attorney General Edward Levi issued formal Department of Justice guidelines intended to 
limit the FBI’s authority. The Guidelines specified the activities that could trigger an FBI domestic 
security investigation,36 prohibited investigations unless there was some basis to suspect that the 
target was engaged in dangerous and illegal activity,37 and limited the FBI’s ability to investigate First 
Amendment-protected activities.38 

The 1978 Foreign Intelligence Surveillance Act (FISA) tightened the regime for collecting foreign 
intelligence. It required individualized judicial authorization before wiretapping Americans’ 
communications, as well as a finding of probable cause that the American was acting as an agent of 
a foreign power, and it prohibited surveillance of First Amendment-protected activities.39 FISA also 
established the Foreign Intelligence Surveillance Court (FISC), a secret court that hears requests for 
electronic surveillance and physical searches in foreign intelligence cases.

Across these and other sets of legal rules enacted in the wake of the Church Committee’s findings, 
several critical principles emerged. First, surveillance and other forms of information gathering should 
take place under defined and transparent rules. Second, law enforcement and intelligence agencies 
should not collect information about Americans absent a factual predicate for suspicion — a predicate 
that must rise to the level of probable cause when intruding on communications. Third, agencies 
should tread lightly when their investigations might implicate First Amendment-protected freedoms. 
And fourth, investigative activity must be subject to oversight, with electronic surveillance of U.S. 
persons’ communications requiring individualized court orders. 

 
2.	 Post-9/11:	Increased	Information	Collection	and	Sharing	

The lessons learned in the 1970s and the reforms enacted to prevent intelligence abuses unraveled swiftly 
in the aftermath of the attacks of September 11, 2001. The legal and policy changes enacted in the 
subsequent years wrought two main changes: the government no longer needed a criminal predicate to 
gather information about Americans, and the information that was collected could be retained for long 
periods and often disseminated widely. These changes virtually ensured that the estimated half-petabyte 
of information stored by government agencies every year — the equivalent of 10 million four-drawer file 
cabinets of text — would include a significant amount of innocuous, incidentally-collected information 
about ordinary Americans.40

The USA PATRIOT Act of 2001 (Patriot Act) was the first volley. Passed six weeks after the September 
11, 2001 attacks, the bill bolstered the intelligence side of the FBI’s portfolio. Before the Patriot Act, 
law enforcement could secretly obtain sensitive records about U.S. persons from third parties for foreign 
intelligence or international counterterrorism purposes only if the subject of the records was an agent 
of a foreign power. Under the Patriot Act, however, the Foreign Intelligence Surveillance Court (FISC) 
may now order the release of “any tangible thing” to law enforcement based on a mere statement of facts 
asserting the relevance of the items to an investigation.41 These “tangible things” need not relate to an 
actual suspect in the investigation. They could include library records, Internet browsing histories, or 
physical objects or databases. As the nation recently learned – initially from Edward Snowden – the term 
“relevance” has been interpreted since 2006 to allow bulk collection of Americans’ phone records because 
some small number of them may at some point in the future be germane to an FBI investigation.42 
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The Act also authorized the use of National Security Letters, a form of administrative subpoena used to 
obtain records from companies providing financial and communications services, under the same broad 
“relevance” standard.43 Again, not only does the subject of the records no longer need to be an agent of 
a foreign power, he or she need not even be a suspect in the investigation.44 Finally, under the Patriot 
Act, an investigation may be opened on the basis of the subject’s exercise of his or her First Amendment 
rights, as long as that is not the only factor.45 

The Foreign Intelligence Surveillance Act was amended in 2007 and again in 2008 to legalize aspects 
of the warrantless wiretapping program carried out by the National Security Agency in the years 
following the 9/11 attacks.46 The amendments dispensed with the requirement that the government 
obtain an individualized court order whenever a U.S. person was involved; instead, the government 
could operate a program that would collect Americans’ international phone calls and emails as long as 
the government’s actual target was a non-U.S. person located abroad.47 Again, recent disclosures have 
revealed how generously that authority is being interpreted.48

The rules governing the FBI’s domestic investigations were significantly loosened after 9/11 as well. In 
2002, Attorney General John Ashcroft permitted FBI agents to attend political or religious gatherings 
without any reason to suspect the participants of wrongdoing.49 And in 2008, Attorney General Michael 
Mukasey authorized FBI agents to open an investigation and use a variety of investigative techniques 
with “no particular factual predication” — that is, with no reason to suspect involvement in a crime.50 

In addition to enabling the collection of more information with less cause for suspicion, a series of statutes 
and executive orders also facilitated the sharing of such information once collected, as described in the 
timeline below. Many of these efforts can be traced to the 9/11 Commission Report, released in 2004, 
which criticized the lack of information sharing both within and among agencies.51 Notably, however, 
the 9/11 Commission did not suggest that the key to effective counterterrorism was the collection and 
sharing of information about presumptively law-abiding Americans. Rather, the Commission detailed 
missed opportunities relating mostly to known terrorism information or criminal activity — including 
the failure to watchlist several future hijackers about whom the U.S. had actionable intelligence, the 
failure to share information connected to suspects in the USS Cole bombing, the failure to detect 
perpetration of visa and passport fraud by several of the hijackers, and the failure to note the arrival 
of known terrorists in the United States in the summer of 2001.52 Nevertheless, the architecture of 
information collection, sharing, and retention quickly expanded to encompass information about 
Americans far beyond the areas of vulnerability identified by the 9/11 Commission. 

B. Consequences of Information Collection, Retention, and Sharing

1.	 Potential	for	Misuse,	Abuse,	and	Chilling	of	Dissent

The collection and retention of non-criminal information about Americans for law enforcement and 
national security purposes poses profound challenges to our democracy and our liberties. As the Church 
Committee recognized over four decades ago, “The massive centralization of … information creates a 
temptation to use it for improper purposes, threatens to ‘chill’ the exercise of First Amendment rights, 
and is inimical to the privacy of citizens.”82 In the Committee’s words, the retention of information 
about domestic activity was a “step toward the dangers of a domestic secret police.”83 
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Evolving Powers: Government Collection, Retention, and Sharing  
of Information About Americans

1974  Privacy Act enacted. Act requires federal agencies to protect Americans’ personal information 
and to allow people to view and challenge files about them.53

1975-76  Church Committee releases reports detailing abuses by the FBI, CIA, and NSA.54

1976  Attorney General Edward Levi releases Guidelines on Domestic Security Investigations, limiting the 
FBI’s reach.55 

1978  Foreign Intelligence Surveillance Act (FISA) enacted, imposing judicial oversight over surveillance 
of Americans for foreign intelligence purposes.56 

2001  Patriot Act enacted. In addition to enabling new investigative powers, the Act endorses the 
broad sharing of foreign intelligence obtained as part of a criminal investigation with nearly any 
Federal official if relevant to the performance of his official duties.57 

2002  Homeland Security Act of 2002 passes. The statute mandates the establishment of procedures to 
“share relevant and appropriate homeland security information with other Federal agencies.”58 
 
Attorney General Ashcroft issues a Directive and Guidelines establishing procedures for 
information-sharing and requiring the creation of a new system that would allow various entities 
to share and search sensitive information pursuant to the Patriot Act.59 Ashcroft also amends the 
Attorney General Guidelines, loosening the requirements for the FBI to spy on Americans.60 
 
e-Government Act of 2002 passes. Statute requires agencies to publish Privacy Impact 
Assessments to evaluate the privacy impact of databases that collect, maintain, or disseminate 
personally identifiable information about individuals.61

2003  The Attorney General, Secretary of Homeland Security, and Director of Central Intelligence establish 
a presumption of information-sharing, particularly with regard to terrorism, among all federal law 
enforcement agencies, all intelligence agencies, and the Department of Homeland Security.62  
 
President Bush directs the “heads of executive departments and agencies” to begin providing “all 
appropriate Terrorist Information in their possession, custody, or control” to the Terrorist Threat 
Integration Center (TTIC) — soon to become the National Counterterrorism Center.63 
 
Department of Homeland Security is established.  
 
Federal government launches the fusion center program, a system of data aggregation hubs that 
are created at the state or city level, receive federal funds, and are cross-staffed with state, local 
and federal agents.64

2004  9/11 Commission publishes report, strongly criticizing failures in information-sharing in the lead-
up to the September 11 attacks.65  
 
President Bush establishes an “Information Systems Council,” whose mission is to develop and 
oversee a “terrorism information sharing environment” that will “facilitate automated sharing of 
terrorism information among appropriate agencies.”66
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2004  Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) passes, directing the creation 
of a domestic Information Sharing Environment (ISE). Among other things, the ISE will receive 
Suspicious Activity Reports.67

2005  President Bush issues Executive Order 13388, ordering all agencies with counter-terrorism 
functions to share terrorism information with each other.68  
 
New York Times exposes warrantless wiretapping that was secretly implemented immediately 
after 9/11.69 

2006  Patriot Act reauthorized.70 

2007  Implementing Recommendations of the 9/11 Commission Act of 2007 passes. Among other 
things, the bill requires the Department of Homeland Security to oversee further information 
sharing and formalizes the national fusion center program.71 
 
Federal Data Mining Reporting Act passes. Act requires government agencies to submit annual 
report to Congress if they use pattern-based data mining.72  
 
DOJ Inspector General releases audits that are highly critical of FBI’s use of Section 215 authority 
and National Security Letters. Audits conclude that, among other things, FBI has insufficient 
oversight, misused its NSL authority, and dramatically underreported its requests for information 
about Americans and others.73  
 
Protect America Act signed into law. PAA amends FISA to remove individualized warrant 
requirement for surveillance of U.S. persons’ international communications.74  
 
President Bush releases first National Strategy for Information Sharing, establishing federal program 
and information sharing platform for creating and sharing Suspicious Activity Reports (SARs).75 

2008  FISA Amendments Act (FAA) passes, enshrining “programmatic” surveillance (i.e., without 
individualized warrants).76  
 
Attorney General Mukasey releases new Attorney General Guidelines. Guidelines allow new 
level of FBI investigation, “assessments,” which do not require any evidence of wrongdoing. 
Tactics include informants and physical surveillance.77  
 
Congressional witnesses call for restrictions on retention and sharing of information obtained 
via National Security Letters.78

2009  Department of Homeland Security issues Privacy Impact Assessment for electronic border 
searches, confirming that officers may search Americans’ computers, laptops, and other electronic 
items at international borders with no suspicion of criminal activity.79 

2012  National Counterterrorism Center (NCTC) releases revised guidelines. Guidelines allow NCTC to copy 
databases of non-terrorism information about Americans and search them for up to five years.80  
 
Senate subcommittee releases report strongly critical of fusion centers, asserting that they 
endanger citizens’ civil liberties while offering little of value to counterterrorism efforts.81 
 
FISA Amendments Act is renewed for five years without change. 

June 2013  Snowden disclosures begin. 
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The Church Committee surely did not envision modern technology. The FBI of the 1970s, armed 
with today’s technological abilities, would have exponentially more information, easily stored for the 
long term and readily available in electronic databases, with the potential to cause far more damage to 
individuals’ lives. 

These risks are not merely theoretical. While there has been no equivalent of the Church Committee 
to examine intelligence practices since 9/11 in order to systematically uncover abuses, some evidence 
of improper activity has surfaced. In the NSA realm, recent disclosures have revealed both inadvertent 
and intentional misuses of the agency’s broad surveillance authority. A 2012 audit concluded that 
the agency had broken privacy rules thousands of times in the previous twelve months, including 
acquiring information on “more than 3,000 Americans and green-card holders” and using search 
terms for communications that were guaranteed to yield many communications with no connection 
to terrorism.84 NSA analysts have also misused the agency’s surveillance systems to spy on spouses 
or romantic interests.85 The revelations of these problems after repeated assurances that the agency 
was operating in strict conformance with applicable legal standards highlights the inherent risk of 
surveillance programs that are largely shrouded from public view.86 

As for the FBI, a 2010 report by the Inspector General of the Department of Justice concluded that 
in the five years after 9/11, the Bureau improperly gathered and retained information on individuals 
because of their political and social activism and put targets into federal databases from which it became 
almost impossible to escape.87 Among other findings:

•	 an FBI agent recorded and retained information about the First Amendment activities of a 
Pittsburgh-based peace and social justice center with no connection to any criminal or terrorist 
activity;88 

•	 while investigating members of the Catholic Worker, a movement dedicated to nonviolent 
protest and assistance for the homeless, the FBI gathered and retained information on a group 
organizing a public anti-war rally, information that “contained no observations relating to 
potential future criminal or terrorist activity;”89

•	 members of Greenpeace who became the targets of “Acts of Terrorism” investigations landed 
on a federal watchlist that funneled information to the FBI about their national travel and 
protest activities long after the investigations should have been closed;90 and 

•	 an investigation of a member of People for Ethical Treatment of Animals (PETA) was opened 
without sufficient factual basis and the FBI field division overseeing the case failed to comply 
with FBI policy, resulting in the subject’s remaining on federal watchlists for three years after 
the investigation was closed.91 

Improper investigation is not harmless, even if no one is arrested or charged. People who come under 
investigation may be subject to a variety of adverse federal actions, ranging from secondary screenings 
and lengthy delays when traveling to denial of immigration benefits. Moreover, when people are targeted 
for surveillance based on their beliefs or associations, the scrutinized groups begin to engage in self-
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censorship — a consequence that can be seen in the aftermath of the New York Police Department’s 
monitoring of the city’s Middle Eastern and South Asian population. The surveillance and planting 
of informants in every facet of Muslim life alienated Muslims from their mosques and religious 
communities, hindered social activism and political debate on a range of issues, and destroyed previously 
collaborative relationships between Muslim communities and their local police precincts.92 On college 
campuses, NYPD officers regularly monitored student email listservs and recorded information about 
speaker activities; some student groups responded by banning constitutionally protected political 
discussions in group spaces.93 These findings are particularly relevant in light of the FBI’s post-9/11 
authority to map ethnic groups and gathering places.94

Even innocuous information gathered for legitimate governmental purposes is vulnerable to abuse, 
often for petty reasons. A special agent with the U.S. Commerce Department pled guilty in 2009 
to “unlawfully obtaining information from a protected computer”; the agent had been indicted for 
misusing a federal database to track a former girlfriend and her family. The agent had previously 
threatened to kill the girlfriend or have her and her family deported, and he accessed the database 
over 150 times in a one-year period to monitor her movements.95 Recent reports by the FBI’s Office 
of Professional Responsibility depict FBI employees misusing government databases to look up friends 
working as exotic dancers and conduct searches on celebrities they “thought were hot.”96 

Misuse on the state level will also be of increasing concern as state and federal databases become 
interoperable. In Colorado, for instance, local police spying on environmental activists shared a list 
of license plates with the FBI’s regional Joint Terrorism Task Force.97 In Utah, employees of the state’s 
Department of Workforce Services generated and circulated a list of 1,300 state residents whom they 
falsely accused of being illegal immigrants.98 A quick search reveals many additional examples.99 

Finally, centralized storehouses of data are particularly vulnerable to both intentional and inadvertent 
security breaches. In mid-2008, it was revealed that the director of the secretive Strategic Technical 
Operations Center at the Marine Corps’ Camp Pendleton had been feeding reams of classified federal 
surveillance files to a local terrorism task force, bypassing any approved sharing processes.100 These 
information-sharing breaches may become more common as more data is aggregated and available 
through a single access point. In fact, the federal Government Accountability Office has reported 
a significant increase in data breaches since 2006, with more than a third of the incidents in 2011 
involving personally identifiable information.101 The GAO identified limits on data collection and 
retention as one line of prevention against data breaches.102 
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PITFALLS OF SURVEILLANCE 

In 2008, it was revealed that the Maryland State Police had spent years spying on non-violent 
advocates of civil rights and civil liberties both within and outside of the state.103 The incident 
reads like a case study in the pitfalls of surveillance, from improper data collection to retention 
to sharing. 

It began small: A police officer needed a threat assessment of protests that were 
expected in the lead-up to the execution of two men on death row. 

It expanded for reasons largely unrelated to public safety: The police officer sent 
to check out the protest groups needed experience doing undercover work, and the 
surveillance was considered a “low-risk training exercise” by a police unit in search of 
a mission. 

The surveillance continued after the original law enforcement need was satisfied: 
The spy-in-training ultimately spent at least 288 hours doing undercover surveillance, 
offering weekly reports to her supervisors. 

There was mission creep: As the officer spent more time with the activists she was 
infiltrating, she met activists focused on other causes, and began surveilling those 
groups as well. The surveillance program ultimately focused on activists working on 
causes as diverse as promoting human rights, establishing bike lanes, and opposing an 
electricity rate hike. 

It crossed jurisdictional lines: Information about leaders of a national women’s 
antiwar group who did not live in Maryland was put into the state police database. 

It crossed into the absurd: Hot on a tip that animal activists might steal chickens 
from a local chicken farm, a “casually dressed” undercover trooper attended a speech 
by the president of People for the Ethical Treatment of Animals to see if anyone talked 
about chickens. (They didn’t.) 

Technology took over: The anti-terrorism squad running the surveillance operation 
had been given free federal drug-trafficking software; because the criminal database 
software did not include categories for the activities of the protest groups they were 
monitoring, they created terrorism-related categories. A well-known anti-war activist 
was thus entered into a federal-state information-sharing database as committing 
the crimes of “Terrorism-anti-government” and “Terrorism-Anti-War-Protestors.” 
Amnesty International was listed as committing the “crime” of “civil rights.” 
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Information was inaccurate: One DC-area activist was listed as having committed 
the “crime” of “terrorism-animal rights” for having participated in a conference at a 
hotel in D.C. on “Taking Action for Animals.” She did not work on animal rights and 
was not at the event. 

Information spread out of control: At least 53 activists were ultimately labeled as 
terrorists in state police databases, designations that were then shared with multiple 
state and federal databases. 

It chilled constitutionally-protected speech: After it was revealed that a police trooper 
had attended a student chapter meeting of the International Socialist Organization at 
the University of Maryland, one of the students (who was identified as committing 
the crime of “anarchism” and labeled a terrorist) observed that “having the state police 
come into our meetings at university-sanctioned events and spy on us for tabling at 
the student union, that has a chilling effect on students.” 

The surveillance was unnecessary: While the police agents were troubled about 
“possible tensions at antiwar and anti-death penalty rallies,” their reports “noted 
repeatedly that they led to no violence and minimal disruptions.” 

There was a coverup: The police first refused to release any files in response to a 
public records request; then disclosed some information in response to a lawsuit; then 
finally admitted that the surveillance program had spanned several years rather than 
the fourteen months originally acknowledged. 

Innocuous, constitutionally-protected information may remain in government 
hands forever: The police retained the surveillance logs for years after the monitoring 
ended, and surveillance reports were shared with law enforcement agencies at all 
levels, including the National Security Agency. Although the Maryland police planned 
to purge the inappropriate information from their own files, it will be difficult or 
impossible to purge every other database it was shared with.

2.	 Drowning	in	Data	

Six years after 9/11, a panel of experts convened by the government expressed concern about “an 
increasing trend in the post-9/11 era for federal agencies to collect as much information as possible in 
the event that such information might be needed at a future date.”104 That accumulation and storage 
of data poses significant practical problems: it can obscure useful information entirely, complicate 
analysis, and make data management more difficult.
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This trend has practical, and potentially devastating, consequences. The failure of the intelligence 
community to intercept the so-called “underwear bomber” — the suicide bomber who nearly brought 
down a plane to Detroit on Christmas Day 2009 — was blamed in significant part not on insufficient 
information but on an overabundance of data. An official White House review of the attempted attack 
observed that a significant amount of critical information was available to the intelligence agencies but 
was “embedded in a large volume of other data.”105 Similarly, the independent investigation of the FBI’s 
role in the shootings by U.S. Army Major Nidal Hasan at Fort Hood concluded that the “crushing 
volume” of information was one of the factors that hampered accurate analysis prior to the attack.106 

Officials across a range of agencies have echoed this assessment. As one veteran CIA agent described 
it, “The problem is that the system is clogged with information. Most of it isn’t of interest, but people 
are afraid not to put it in.”107 A former official in the Department of Homeland Security branch that 
handled information coming from fusion centers (a state- or regional-based center that collects, analyzes 
and shares threat-related information between the federal government, the state, and other partners) 
characterized the problem as “a lot of data clogging the system with no value.”108 The former chief of 
the branch was less diplomatic, describing the reporting as, at times, little more than “a bunch of crap 
… coming through.”109 Even former Defense Secretary Robert Gates has acknowledged that “[n]ine 
years after 9/11 it makes a lot of sense to … take a look at this and say, ‘Okay, we’ve built tremendous 
capability, but do we have more than we need?’”110 

An overabundance of innocuous information can also increase the risk of drawing false connections, as 
described in more detail in the next section. With increasing quantities of innocuous information about 
innocent Americans, government agencies will have more opportunities to reach inaccurate conclusions. 

1. 

ELECTRONIC SURVEILLANCE ENABLES FALSE CONCLUSIONS

The opportunity to draw inaccurate conclusions from surveillance evidence is neatly illustrated 
by an example outside of the national security context. In February 2013, Tesla Motors gave New 
York Times reporter and electric-car skeptic John Broder one of its cars to test drive on a round-
trip between Washington, D.C. and Boston. Following an unfavorable review by Broder,111 who 
claimed that the car’s battery died before the completion of his trip, Tesla published a rebuttal 
in which it revealed that the company had surreptitiously collected data on nearly every facet 
of the car’s voyage.112 The company argued that the data, which included power consumption, 
speed, ambient temperature, control settings, and location, definitively proved Broder was lying 
and misrepresenting the car’s capabilities.113 Instead of discrediting Broder, however, the extensive 
universe of data offered in the rebuttal provided ripe ammunition for a vigorous exchange of 
accusations over the validity of each side’s argument,114 with Broder using the data to substantiate 
an entirely different narrative.115 Despite the seemingly straightforward nature of Tesla’s analysis 
— which, unlike information collected for intelligence purposes, drew exclusively from a limited 
dataset of known origin — the number of competing connections and inferences taken from the 
information trove was dizzying.116 “Even intense electronic surveillance of the actions of a person in 
an enclosed space,” commented technology expert Bruce Schneier, “did not succeed in providing 
an unambiguous record of what happened.”117
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3.	 	Limited	Value	of	Pattern-Based	Data	Mining	in	Counterterrorism	Context	

One chief argument in favor of retaining all information gathered, regardless of its apparent law 
enforcement value, is that seemingly innocuous information may prove meaningful today or in the 
future when connected with other “dots” of information (sometimes referred to as the mosaic theory).118 
The process of combining these dots into a pattern that suggests terrorist activity is generally called data 
mining, or “pattern prediction”: analyzing a store of data to tease out patterns connected to certain 
behaviors, and then looking for matching patterns in other datasets in order to predict other instances 
in which those behaviors are likely to occur.119 

The Department of Homeland Security was authorized at its inception to use data mining.120 A recent 
study commissioned by the Department of Defense concluded, however, that “there is no credible 
approach that has been documented … to accurately anticipate” terrorist threats.121 Put another way, 
there is simply no known way to effectively identify a potential terrorist by pattern analysis. (This is 
different from subject-based data mining, which looks for links among specific, identified pieces of 
information and is more akin to old-fashioned investigative work.122) 

Credit card companies are probably the best-known and most successful users of the pattern-matching 
model. Their success in detecting credit card fraud is due to a number of factors that are almost entirely 
lacking in the counterterrorism context: the massive volume of credit card transactions provides a rich 
body of data; a relatively high rate of credit card fraud means the model can be tested and refined; 
regular and identifiable patterns accompany the fraud (such as testing a card at a gas station to ensure 
that it works and then immediately purchasing more expensive items); and the cost of a false positive 
— what happens when the system erroneously concludes that a card has been stolen — is relatively 
minimal: a call to the owner and, at worst, premature closure of a legitimate account.123 

 
By contrast, there have been — statistically speaking — a relatively small number of attempted or 
successful terrorist attacks, which means that there are no reliable “signatures” to use for pattern 
modeling.124 Even if the number of attacks were to rise significantly, it is improbable that they would 
exhibit enough common characteristics to allow for successful modeling. Indeed, government agencies 
and experts who have engaged in rigorous empirical studies of “radicalization” have concluded that 
there is no particular pathway to terrorism or a common terrorist profile.125

Moreover, a counterterrorism data-mining program would look not just at a single type of data, such 
as credit card transactions, but “trillions of connections between people and events”: merchandise 
purchases, travel preparations, emails, phone calls, meetings, business arrangements, and more.126 It is 
close to impossible to identify coherent patterns that could be used to predict terrorist activity within 
this welter of data. 

The adverse consequences of a false positive are vastly more damaging to an individual in the 
counterterrorism context. As security expert Bruce Schneier has suggested, given the almost 
overwhelming amount of data available, the most accurate imaginable system would still generate on 
the order of “1 billion false alarms” — that is, emails, meetings, associations, phone calls, and other 
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items falsely tagged as terrorism-related — “for every real terrorist plot it uncovers.”127 A person falsely 
suspected of involvement in a terrorist scheme will become the target of long-term scrutiny by law 
enforcement and intelligence agencies. She may be placed on a watchlist or even a no-fly list, restricting 
her freedom to travel and ensuring that her movements will be monitored by the government. Her 
family and friends may become targets as well. 

And unlike credit card fraud, a conclusion of possible terrorist involvement is more likely to be influenced 
by activities that may be protected by the First Amendment, such as email or phone communications, 
political activism, religious involvement, or connections to certain ethnic groups. In short, there is a 
reason the Cato Institute has warned that data mining for counterterrorism purposes “would waste 
taxpayer dollars, needlessly infringe on privacy and civil liberties, and misdirect the valuable time and 
energy of the men and women in the national security community.”128

Patterns of terrorist precursor crimes — crimes commonly carried out as part of the planning and 
preparation for terrorist attacks — may be more susceptible to data mining than the entire universe 
of human connections and transactions. For instance, someone who has been engaged in visa or 
passport fraud, money laundering, and running a front business could legitimately be investigated for 
more nefarious schemes.129 The 9/11 Commission observed that “counterterrorist investigations often 
overlap or are cued by other criminal investigations, such as money laundering or the smuggling of 
contraband.”130 

Because this pattern analysis is premised upon existing criminal activity, some of the concerns about 
collecting and analyzing information about Americans without any basis for suspicion recede. 
Nonetheless, given the significant consequences of labeling someone a terrorist suspect, more research 
is needed to assess whether detectible patterns of precursor crimes can in fact act as an early warning 
system for terrorist plots.
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INFORMATION SHARING AND RETENTION: CURRENT LANDSCAPE

Given the well-documented risks of abuse inherent in the government’s retention and sharing 
of large quantities of personal information about Americans, as well as the dearth of evidence 
that aggregating significant amounts of facially innocuous information is a useful way to identify 
terrorist plots, a key question arises: What does the government do with the information that is 
swept up under its newly expanded authorities but does not indicate criminal or terrorist activity?  

This report first briefly describes three major data centers — two physical, one virtual — where the 
federal government is housing its growing stores of information about Americans. It then examines 
five specific types of information collected by federal agencies for law enforcement or national 
security reasons. The five categories were chosen based on two main characteristics. First, in all five 
instances, the rules for collection were changed after 9/11 in a manner that virtually ensures that 
large amounts of innocuous information about law-abiding Americans will be captured, either 
incidentally or by design. Second, some information about the government’s policies and practices 
for retention and sharing of the data could be procured through diligent efforts. There remain 
federal data sets for which such information is not publicly available, despite FOIA requests and 
other efforts to unearth it.  

For each category of information collection, the report details the types of information that now may 
be gathered, to demonstrate the strong likelihood (or, in some cases, certainty) that information about 
innocent Americans is being caught in the net. Finally, the report examines the rules that govern the 
retention and sharing of this information. Because much is secret in the national security context, and 
new revelations emerge regularly about the contours of the government’s information management, a 
comprehensive picture is not feasible. It is nonetheless possible to construct an illuminating overview 
that suggests a new presumption by the federal government about its citizens: They are potentially 
guilty until proven innocent, and that it is the government’s right and responsibility to accumulate 
the information that may someday prove their guilt.

A. Data Centers

After 9/11, the government established several actual or virtual data centers to aggregate, compare, data 
mine, and analyze all of the new information that would be coming in, often for purposes far afield 
from those for which it was gathered. All of the five categories of information described in Part B appear 
likely to feed into one or more of these data centers. Accordingly, this report briefly examines the policies 
and practices that govern the collection, retention, use, and sharing of non-terrorist information about 
U.S. persons at these centers.  

1.	 National	Counterterrorism	Center	

Established by executive order in 2004, the National Counterterrorism Center, or NCTC, is tucked 
near the intersection of the Washington Beltway and the road to Dulles Airport. The NCTC operates 
under the Director of National Intelligence and pulls its employees from other federal agencies, ranging 

III. 
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from the FBI and CIA to the Department of Agriculture and the U.S. Capitol Police.131 The Center’s 
mission is to “analyz[e] and integrat[e]” all terrorism and counterterrorism intelligence. All agencies 
with terrorism information in their databanks — regardless of whether the databases themselves are 
designed for counterterrorism purposes — must share the information with the NCTC.132 In addition, 
any agency that is “authorized to conduct counterterrorism activities may request information” from 
NCTC “to assist it in its responsibilities.”133

In practice, this means the NCTC receives data from the agencies that are themselves the largest 
consumers of information about Americans: the NSA, the CIA, the FBI (which gives the NCTC 
“direct access to FBI raw operational electronic files and databases”134), the Department of Homeland 
Security, and the Office of the Director of National Intelligence.135 In addition, the NCTC accesses 
three categories of non-terrorism data: international travel-related datasets, immigration benefits-
related datasets, and financial-related datasets.136 

AGENCIES ABLE TO REQUEST INFORMATION FROM THE NATIONAL COUNTERTERRORISM CENTER 

Department of Energy  

Department of Defense

Food and Drug Administration  Federal Bureau of Investigation

National Security Agency Department of the Treasury 

Department of Homeland Security 

Department of State 

Department of Justice

CIA Counterterrorism Center 

NATIONAL 
COUNTERTERRORISM 

CENTER
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In 2008, the Attorney General and the Director of National Intelligence (DNI) issued guidelines for 
the NCTC to access other federal agencies’ databases of non-terrorism information in order to find 
possible terrorism data held within them.137 The 2008 Guidelines established three “tracks” by which 
the NCTC could access the data, either by conducting or directing searches within those agencies’ 
databases or by copying the database and searching on its own.138 Under the third track, the NCTC 
could replicate entire datasets — including non-terrorism datasets — but the replication process had 
to entirely exclude or remove non-terrorism information about Americans.139 Moreover, any non-
terrorism information that slipped through had to be deleted promptly (generally interpreted as being 
within 180 days), and none of it could be disseminated or used.140

In 2012, however, new guidelines were issued.141 Under these guidelines, the NCTC may now receive 
all of the non-terrorism information about Americans in any bulk database it acquires.142 In addition, 
the NCTC may “retain and continually access” that information for up to five years — a ten-fold 
increase from the previous limit.143 (Data that does qualify as terrorism information may be kept for a 
minimum of 40 years, as long as it has a terrorism nexus.144) Finally, while the 2012 Guidelines include 
new language about First Amendment rights, the effect is that the NCTC may utilize, keep, or share 
information about Americans in order to monitor their First Amendment-protected activities or other 
constitutional rights as long as that is not the sole justification for using the data.145 

Terrorism-related Suspicious 
Activity Reports (ISE-SARs)

Information gathered in electronics 
searches at the border 

National Security Letters

Assessments (FBI)

Information about international land 
and sea passengers and crew

NATIONAL 
COUNTERTERRORISM 

CENTER

 INFORMATION THAT MAY BE PROVIDED TO THE NATIONAL COUNTERTERRORISM CENTER

Green card and 
immigration databases
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The 2012 Guidelines also authorize the NCTC to disseminate a wider range of information about 
Americans than before, including not only terrorism information but information that “reasonably 
appears to be necessary to understand or assess terrorism information.”146 Some information may be 
shared for non-counterterrorism purposes, including information suggesting a risk to property, which 
may be shared with private parties. An individual American can be identified if the identity “may become 
necessary to understand and assess” the information shared.147 Under certain circumstances, the NCTC 
can also provide non-terrorism datasets in bulk (albeit with strict oversight requirements) to other 
intelligence agencies,148 which can then keep the datasets for up to five years to continually assess their 
data.149 Both the NCTC and any intelligence agency can use data mining as part of their assessments, 
although the NCTC has reported that it is not currently using pattern-based data mining.150 

2.	 Investigative	Data	Warehouse	

The FBI’s Investigative Data Warehouse, established in 2004, is a virtual rather than physical data center 
that is used for both criminal and counterterrorism purposes. The IDW conducts data mining, matching 
patterns of behavior ostensibly indicative of criminal activity or terrorism against the information in the 
datasets.151 As of 2010, the IDW contained over a billion records from the Departments of Treasury, 
State, and Homeland Security, the Bureau of Prisons, and non-governmental sources, in addition to the 
FBI.152 The FBI has reportedly also hoped to add a range of non-criminal databases.153 

The FBI has no official public notice for the IDW and has asserted the IDW is covered by a vague, 
existing “umbrella” notice.154 According to the most recent retention schedule from the National 
Archives and Records Administration, records stored in the IDW are deleted or destroyed only “when 
superseded by updated information or when no longer needed for analytical purposes,” up to the life of 
the system itself.155 In other words, information may be off-loaded when the system updates its database 
copies, but information that has not been superseded is highly unlikely to be disposed of unless the 
entire Investigative Data Warehouse is shuttered. 

3.	 National	Security	Agency	Data	Center

Even fewer details are available about the government’s newest data center, nicknamed the “Spy Center,” 
which the NSA has been building in the small town of Bluffdale, Utah since 2010.156 Scheduled for 
completion in the last quarter of 2013, the massive, $2 billion facility covers one million square feet, 
10 percent of which is dedicated solely to housing computer servers. 157 Its computers and associated 
support infrastructure may consume as much electricity as 65,000 homes.158 Physically large enough 
to make it the biggest Department of Defense project in the country,159 the center’s potential for data 
storage is even more impressive, with estimates of its capacity measured in yottabytes, the largest unit 
of measurement for information yet established.160 While those estimates have recently been called into 
question, experts agree that its storage and computing capacity are enormous and bound to increase.161

Though details of the data center’s construction give a sense of its potential capacity, the policies 
governing its links to existing databases or explaining what data will be stored there, for what purposes, 
and for how long, are not public. In his 2012 article on the facility, national security expert James 
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Bamford asserted the data center would be the centerpiece of NSA collection and code breaking 
efforts, working to defeat even the best modern encryption and housing massive data sets that would 
include information from U.S. persons.162 Government officials dispute these claims, denying plans to 
“eavesdrop on average Americans” and stating that the data center’s primary focus will be to defend the 
country against cyber attacks.163 Recent revelations (discussed in Part III.B.5) have, however, cast those 
denials into some doubt.

B. Categories of Information

1.	 Suspicious	Activity	Reports	

a.	 Information	Collected

In the aftermath of 9/11, a series of statutes and executive orders established a federal Information Sharing 
Environment, intended to facilitate the sharing of terrorism-related information among government 
at all levels, from local to federal, as well as with the private sector.164 One of the primary types of 
information to be shared was Suspicious Activity Reports (SARs), a distillation of the “See Something, 
Say Something” philosophy.165 Already mandated prior to 9/11 for banks to report certain suspicious 
transactions, SARs were revamped after 9/11 to allow local, state, and federal law enforcement — 
sometimes acting on tips from regular citizens, mall security, local retailers and others — to file alerts 
about “suspicious activity.”166 A subset of SARs documents terrorism-related alerts; because they are 
shared through the Information Sharing Environment (ISE), these are called ISE-SARs.167 

From early 2010 to late 2012, the number of ISE-SARs shot up almost tenfold, from about 3,000 
in January 2010 to nearly 28,000 in October 2012.168 According to the FBI, the increase reflects the 
growth of the Nationwide SAR Initiative, which is the mechanism for law enforcement at all levels to 
share SAR information, as well as increased reporting from “federal, state, and local partners.”169 The 
number of FBI terrorism investigations based on ISE-SARs also increased significantly during that 
period, rising by about 75 percent from 2010 to 2012. The FBI does not, however, systematically track 
whether those investigations were successful or how many ISE-SARs have contributed significantly to 
counterterrorism efforts.170 

The SAR process starts when a private citizen, a law enforcement agency or other government agency, 
or a private company observes “unusual or suspicious behavior” that may be “reasonably indicative 
of criminal activity associated with terrorism.”171 This is a highly context-dependent determination. 
Once the information is received by a local or federal law enforcement agency, the agency reviews 
the information to determine whether it has connections to other suspicious or criminal activity and 
completes a report.172 At the state and local level, the report is sent to the relevant state or regional fusion 
center for processing, while federal agencies keep the reports within the federal system.173 In some 
circumstances, the information is also used immediately to launch a federal terrorism investigation or 
law enforcement operation.174

Once a SAR is at a fusion center or a federal agency, an analyst determines whether there is a “potential 
terrorism nexus”; this assessment is guided by a “Functional Standard” published by the federal 
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government.175 Certain criminal behaviors are considered automatic indicators of a terrorism nexus — 
for instance, attempting to enter a restricted site without authorization, or damaging physical or cyber 
infrastructure.176 Some behaviors that are not criminal can nevertheless trigger a finding of a potential 
terrorism nexus if they are of a type that would make a “reasonable person” suspicious. These include 
“eliciting information” about a building’s purpose, operations, or security procedures; taking photographs 
or video of buildings or infrastructure; “demonstrating unusual interest” in facilities or buildings, including 
using binoculars or taking notes; and attempting to obtain training in military tactics.177 Because the 
Functional Standard observes that these non-criminal activities — for instance, asking questions or taking 
pictures — are protected by the First Amendment in many circumstances, they must be accompanied by 
“articulable facts and circumstances” suggesting that the behavior is “not innocent, but rather reasonably 
indicative of criminal activity associated with terrorism, including evidence of pre-operational planning 
related to terrorism.”178 

This reasonably indicative standard is a loose one — lower than the “reasonable suspicion” standard that 
is well-known and time-tested in the criminal justice context.179 The reasonable suspicion standard itself 
is a fairly low standard, requiring only something more than a “hunch” of criminal activity. Notably, the 
Department of Homeland Security has acknowledged that the “reasonably indicative” criterion means 
“more information about individuals who have no relationship to terrorism may be recorded.”180 Indeed, a 
review by the Los Angeles-area fusion center of threat reports sent to the FBI’s Guardian system in August 
2009 noted that “suspicious photography” accounted for the second-largest category of SAR reporting.181

If the SAR is determined after analysis to have no nexus to terrorism, it is not shared through the 
ISE, though it may be kept at the fusion center or the federal agency that originated it.182 If there 
is a potential terrorism nexus, based on the criteria in the Functional Standard and comparison to 
information in other databases, the SAR officially becomes an ISE-SAR and is made available to the 
other participants in the ISE.183 

Notably, while the Functional Standard is intended to guide all ISE-SAR analyses, the FBI does not 
fully subscribe to this process. The Bureau has stated that its guidelines for investigating terrorism-related 
information are broader than the Functional Standard’s criteria, and it has directed fusion centers to 
provide information beyond the boundaries of the Functional Standard.184 The full parameters for sharing 
ostensibly terrorism-related information through the ISE-SAR process are therefore unknown.

Moreover, fusion centers have a troubling record when it comes to vetting state and local SARs for 
entry into the ISE. An October 2012 Senate subcommittee report criticized fusion centers for their 
analytical and reporting shortcomings, noting that the centers “forwarded ‘intelligence’ of uneven quality 
— oftentimes shoddy, rarely timely, sometimes endangering citizens’ civil liberties and Privacy Act 
protections, occasionally taken from already-published public sources, and more often than not unrelated 
to terrorism.”185 A third of the reports filed by fusion centers in a recent 13-month period were cancelled 
by DHS reviewers for “lacking any useful information, for running afoul of departmental guidelines 
meant to guard against civil liberties or Privacy Act violations, or for having no connection to any of 
DHS’s many missions, among other reasons.”186 Of the unclassified reports that were published, only a 
quarter of those actually had some nexus to terrorism in the judgment of the Senate’s investigators.187 
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b.	 Retention	and	Sharing

A March 2013 report from the Government Accountability Office paints a picture of widely varying policies 
and practices governing the sharing of ISE-SARs, depending on the agency that produces the ISE-SAR or 
the preferences of the submitting agency.189 Many fusion centers, for instance, maintain “Shared Spaces” on 
the ISE, which allow the fusion center to keep control over the content of the reports while permitting other 
users of the ISE to view the information. The FBI, by contrast, uses an interface called eGuardian, which is 
the unclassified version of the Bureau’s Guardian system. The FBI may upload reports from eGuardian into 
Guardian, where other parties can download or modify the information.190 The Department of Homeland 
Security has warned that this practice bypasses the “read-only” safeguard of Shared Spaces by allowing the 
FBI and other federal agencies to retain information that a fusion center subsequently removes, enabling the 
FBI to “amass[] copies of databases that may be inaccurate or out of date.”191 Some fusion centers submit 
their reports to both Shared Spaces and eGuardian; some use Shared Spaces regularly and eGuardian on a 
case-by-case basis; and others use either Shared Spaces or eGuardian but not both.192 

Given this patchwork of practices, it is impossible to describe comprehensively with whom ISE-SARs are 
shared or how long they are kept. Nonetheless, some practices are known. ISE-SARs in a fusion center’s 
Shared Space may be kept up to five years depending on the individual center’s retention policy.193 In 
addition, any ISE-SAR for which a nexus to terrorism has not been definitively ruled out, including 
reports reflecting First Amendment-protected activity, will be maintained in the FBI’s eGuardian system 
for five years, generally viewable by a wide range of law enforcement agencies.194 Similarly, the Department 
of Homeland Security may maintain ISE-SARs in its own SAR Server for five years.195 Even ISE-SARs 
ultimately found by the FBI to have no nexus to terrorism are kept in eGuardian for six months, and 
ISE-SARs that are “deleted” from eGuardian are removed only from eGuardian itself — not from any 
databases to which they have migrated.196 All ISE-SARs, regardless of their nexus to terrorism, are saved in 
the FBI’s classified Guardian system for five years (a time period that restarts any time someone “queries” 
the ISE-SAR197), after which the reports are retained in the FBI’s Sentinel database for another 30 years.198 
In short, even an ISE-SAR with no nexus to terrorism is kept for decades.

SUSPICIOUS ACTIVITY REPORTS REVEAL PROFILING

In 2011, National Public Radio and the Center for Investigative Reporting sought SAR reports 
from the Mall of America near Minneapolis, Minn., which has its own private counterterrorism 
unit. Their investigation revealed a SAR process riddled with errors and religious and racial 
profiling, yielding little of value to counterterrorism investigators. One man was reported because 
he was taking pictures of a “Flat Stanley” cutout in a construction zone. Two East Indian men 
were stopped because they were carrying backpacks and taking pictures, much like many other 
visitors to the Mall. Local police indicated that some of the reports would be kept “for decades.” 
The former counterterrorism director for the FBI was critical of these measures, describing them 
as “absolutely not worth the effort,” and a former Homeland Security official was not aware of a 
single terrorist arrest stemming from suspicious activity reporting.188 
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Retention Schedules for SARs in the FBI’s eGuardian and Guardian Systems

Outcome of FBI threat assessment

FBI system No nexus to terrorism Inconclusive nexus to terrorism Nexus to terrorism

eGuardian Deleted after 180 days Deleted after 5 years Deleted after 5 years

After deleted, retained in or by 
Guardian (see below)  

ACS/Sentinel (30 years)  
NARA

After deleted, retained in or by
Guardian (see below)

ACS/Sentinel (30 years)
NARA

After deleted, retained in or by
Guardian (see below)

ACS/Sentinel (30 years)
NARA

Guardian Deleted after 5 years Deleted after 5 years Deleted after 5 years

If queried prior to deletion,  
then no change

If queried prior to deletion, then 
after 5 years, supervisor can view

until 10 years, then deleted 
completely

If queried prior to deletion, then
after 5 years, supervisor can view

until 10 years, then deleted
completely

After deleted, retained in or by
ACS/Sentinel (30 years)  

NARA

After deleted, retained in or by
ACS/Sentinel (30 years)  

NARA

After deleted, retained in or by
ACS/Sentinel (30 years)

NARA

ACS: Automated Case Support system (the FBI’s former case management system)
Sentinel: The FBI’s case support system they are transitioning to (FBI’s current case management system)
NARA: National Archives Records Administration
Source: FBI.

Source: U.S. Gov’t Accountability Office, GAO-13-233, Information Sharing: Additional Actions Could Help Ensure That Efforts to 
Share Terrorism-Related Suspicious Activity Reports are Effective 53 (2013)

Finally, because eGuardian is a terrorism database, the ISE-SARs in the system, including those with 
no nexus to terrorism or only a questionable link, would automatically be accessible to the National 
Counterterrorism Center. It seems likely that information from ISE-SARs would be fed to the FBI’s 
Investigative Data Warehouse as well. Accordingly, the retention, use, and sharing policies for ISE-
SARs described above are effectively augmented by the policies of those data centers. 

2.	 Assessments

a.	 Information	Collected

As discussed, the FBI’s domestic investigations are governed by a set of guidelines issued by the Attorney 
General. Soon after 9/11, Attorney General John Ashcroft released new guidelines authorizing the 
“extremely limited checking out of leads.”199 While these represented a new phase of investigations, they 
came with only limited investigative tools. 

In 2008, however, Attorney General Michael Mukasey significantly expanded this avenue of information 
gathering by introducing a new category of inquiries called “assessments.” While assessments require an 
“authorized purpose” and a “clearly defined objective,” they require “no particular factual predication.”200 In 
other words, the FBI need not have any factual basis to believe that the subject of an assessment has committed 
a crime or engaged in any wrongdoing, nor does the FBI need to have a particular subject in mind; assessments 
allow for the monitoring of groups or movements. At the same time, assessments allow the collection and 
retention of a wide range of information and may be carried out using a variety of intrusive techniques.201 
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ASSESSMENT TOOLS

The investigative tools available during an assessment include:

•	 Engaging	in	unlimited	physical	surveillance	of	a	person’s	home,	office,	car,	or	any	other	
destination.202 

•	 Collecting	information	about	the	target’s	roommates	or	live-in	partner.203 

•	 Placing	a	government	informant	anywhere	for	nearly	any	reason.204

•	 Interviewing	any	person	or	organization,	potentially	concealing	the	agent’s	FBI	affiliation	
or the purpose for the interview.205

•	 Attending	 any	 public	 meeting	 undercover	 to	 observe	 those	 participating	 and	 their	
activities: for example, a gathering of the American Civil Liberties Union or the National 
Rifle Association; an open meeting of Alcoholics Anonymous; or, with supervisory 
permission, a religious service.206

•	 Requesting	or	receiving	any	record	that	a	local,	state,	federal,	or	tribal	government	agency,	
private company, individual, or foreign government chooses to provide.207 Governmental 
records could include employment, benefits, welfare, marriage, divorce, and driver’s history 
information, as well as Social Security, passport, and driver’s license numbers.

•	 Obtaining	 nearly	 any	 information	 from	 other	 FBI	 or	 DOJ	 files	 or	 employees.	The	
Attorney General Guidelines imply that personnel records on current or former DOJ 
employees may be available, which could include information about drug use and visits 
to therapists for mental health counseling.208

•	 Gathering	 nearly	 any	 publicly	 available	 information,	 including	 public	 Facebook	 or	
Twitter postings, blog posts, and website comments; retrieving anything discarded in 
a public trash container; and searching commercial databases.209 Commercial databases 
could contain public legal records, credit and purchase history, bankruptcy filings, 
consumer business relationships, medical information, lists of websites visited, and 
driving records.210 

•	 Conducting	pattern-based	data	mining,	with	supervisory	approval.211

Many of these “tools” may be deployed even before an assessment has been opened — that is, 
without a “clearly defined objective” or supervisory approval. There need only be a “reason to 
undertake these activities that is tied to an authorized FBI criminal or national security purpose.”212
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Assessments fall into five categories, which run the gamut from seeking information about threats to 
national security, to assessing possible informants, to obtaining foreign intelligence information.213 One 
type of assessment permits the acquisition of information — whether in response to a lead or simply 
“proactively” — about any potential threats to national security.214 This type requires no supervisory 
approval before it is opened; while a supervisor must re-approve the assessment every 30 days after 
the first month, it may remain open “until factual information is developed that warrants opening a 
predicated investigation or until a judgment can be made that the target does not pose a terrorism or 
criminal threat.”215 In other words, until and unless a negative is proven, the assessment can remain 
open, allowing for continued collection of information on presumptively innocent people.

Race, ethnicity, religion, or national origin can also be factors in deciding to launch an assessment, as 
long as they are not the only basis for initiating the assessment; First Amendment-protected speech 
may also be a factor in opening an investigation and may itself be investigated.216 Such latitude creates 
opportunities for abuse and misdirection of resources. The Department of Justice’s Inspector General 
found, for instance, that the FBI had continued to pursue an investigation in the face of substantial 
questions about the underlying evidence in large part because the target, a lawyer, was a convert to 
Islam and had once represented a terrorism defendant in a child custody case. 

THE CASE OF BRANDON MAYFIELD

On May 6, 2004, the FBI arrested Portland-based attorney Brandon Mayfield as a material 
witness in connection with the March 2004 terrorist attacks on commuter trains in Madrid, 
Spain. Mayfield, an American-born convert to Islam and former lieutenant in the Army, was held 
for two weeks and then released without being charged.217 Although the FBI initially reported 
that Mayfield was investigated and detained based solely on similarities identified between his 
fingerprints and those found on a bag of detonators linked to the attack218 — an identification 
that turned out to be incorrect — a 2006 review by the Department of Justice’s Inspector 
General raised serious questions about the role played by Mayfield’s religion and his prior 
representation of a terrorist defendant.219 The report concluded that Mayfield’s “representation 
of a convicted terrorist and other facts developed during the field investigation, including his 
Muslim religion, also likely contributed to the examiners’ failure to sufficiently reconsider 
the identification after legitimate questions about it were raised.”220 As one of the fingerprint 
examiners conceded, “if the person identified had been someone without these characteristics, 
like the ‘Maytag Repairman’, the Laboratory might have revisited the identification with more 
skepticism and caught the error.”221 The FBI issued a written apology and reached a $2 million 
settlement with Mayfield in November 2006.222

In a recent 27-month stretch, nearly 43,000 terrorism-related assessments were opened, culminating in 
fewer than 2,000 “predicated investigations” — i.e., investigations that are based on some suspicion of 
criminal activity or threat to national security — a rate of less than 5 percent.223 Presumably, even fewer 
of these predicated investigations resulted in prosecutions, although those statistics are not available.



WHAT THE GOVERNMENT DOES WITH AMERICANS’ DATA  |  29

b.	 Retention	and	Sharing

The low rate of assessments that turn up wrongdoing begs the question of what happens to all the chaff that 
has been collected. In light of the FBI’s history of investigative abuses and its current capabilities, one might 
expect that information not leading to an investigation would be retained for a relatively short amount of 
time and not disseminated widely. 

To the contrary, however, the 2008 Mukasey Guidelines contemplate practically unlimited retention of all 
information collected. According to the Guidelines, “[i]nformation obtained at all stages of investigative 
activity [including Assessments] is … to be retained and disseminated … regardless of whether it furthers 
investigative objectives in a narrower or more immediate sense.”224 The Domestic Investigations and Operations 
Guide expands on this policy: 

Even if information obtained during an Assessment does not warrant opening a Predicated 
Investigation, the FBI may retain personally identifying information for criminal and national 
security purposes. In this context, the information may eventually serve a variety of valid 
analytic purposes as pieces of the overall criminal or intelligence picture are developed to detect 
and disrupt criminal and terrorist activities.225 

Even information that reveals constitutionally protected expression or association can be retained if it is 
“pertinent to or relevant to the FBI’s law enforcement or national security activity” as “determined by the 
circumstances,” which are not defined or delimited.226 Only if an item has “no foreseeable future evidentiary 
or intelligence value” for the FBI or the 16 other member agencies of the Intelligence Community will it be 
returned or destroyed.227 In practice, this is a directive to keep all information.

Moreover, this data is evidently kept for decades. In 2009 Congressional testimony, former FBI director 
Robert Mueller confirmed Rep. Jerrold Nadler’s (NY-10) assessment that the FBI “keep[s] for 20 years 
information about innocent people, private information that [the FBI has] collected in the course of an 
investigation … which it turns out they had nothing to do with.”228 Documentation for the Central Records 
System, an FBI database that covers persons “who relate in any manner to official FBI investigations,” adds 
that intelligence and national security matters may be kept for thirty years (emphasis added).229 

In addition to keeping it for decades, the FBI can share information arising out of an assessment: 

•	 within the FBI and with any other component of the Department of Justice;

•	 with any federal, state, local, or tribal agency if the information is related to the agency’s 
responsibilities. If the agency is part of the federal Intelligence Community, the FBI must accept the 
agency’s statement that the information is relevant; and

•	 with any party, including a private company or corporation, where the dissemination of the 
information “is necessary to protect the safety or security of persons or property, to protect against 
or prevent a crime or threat to the national security, or to obtain information for the conduct of an 
authorized FBI investigation.”230
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Finally, a significant amount of information in assessment files is likely to be sent to or accessible by the 
FBI’s Investigative Data Warehouse, and the National Counterterrorism Center is likely to have access 
to search for international terrorism information.231 The identities of the subjects of assessments, as 
well as of his or her associates and other interviewees, may be shared with the IDW for long-term data 
mining and correlation.232 

MORE POWERS ON THE HORIZON:
DOMESTIC SURVEILLANCE DRONES

The use of domestic surveillance drones may soon become another established mechanism 
for gathering information about Americans. The Customs and Border Protection arm of the 
Department of Homeland Security already has acquired Predator drones for use in border 
surveillance, and the FBI recently admitted that it has dabbled in domestic drone surveillance.233 
This relatively limited use is certain to increase, as Congress in 2012 directed the Federal 
Aviation Administration (FAA) to establish safety guidelines allowing for the operation of 
civilian drones in the national airspace by September 2015.234 The FAA has predicted that as 
many as 30,000 drones could be operating in American airspace by the year 2030.235 While 
the FAA and DHS are in the process of considering the privacy and civil liberties issues raised 
by the domestic use of drones, no policy has been issued, and the FBI has no operational 
guidelines in place to manage its domestic drone surveillance, including the use or retention 
of the information it gathers.236

The widespread deployment of drones, coupled with the surveillance technology they carry, 
would provide unprecedented surveillance capacity. A defense agency has developed a camera 
that can be sent three-plus miles above the ground to capture a 15-square-mile view of the area 
below at a high resolution, capturing and archiving up to 1 million terabytes, or 5,000 hours 
of high-definition footage, per day.237 Other technologies in use or development include night 
vision technology; technology to see through buildings and foliage; and “video analytics” to 
recognize and track people or vehicles from afar and flag “suspicious” patterns of movement.238 

Some state and local governments have introduced or passed legislation that would require 
law enforcement agencies to obtain warrants before using drone surveillance.239 Even with a 
warrant, however, the nature of drone surveillance virtually guarantees that the activities of 
innocent Americans will be captured along with those of the target. The rules governing the 
retention and sharing of information obtained through drone surveillance will thus be of great 
importance. 
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3.	 National	Security	Letters

a.	 Information	Collected

Once the FBI receives information or an allegation that a federal crime or threat to national security 
may occur or has occurred, it has the authority to initiate a predicated investigation. 240 In a predicated 
national security investigation, one of the available tools is a National Security Letter. 

A National Security Letter (NSL), is a form of administrative subpoena that allows the FBI to obtain 
a wide variety of customer information from banks, communications companies, consumer credit 
companies, and more. NSLs are several steps below search warrants: the FBI need not have probable 
cause to believe a crime has occurred, no judge oversees their use, and companies served with an NSL 
are obligated to comply as long as the government certifies certain information.241 NSLs are typically 
accompanied by a gag order that prohibits the recipient from disclosing either the content or the 
existence of the request to anyone other than an attorney.242 Since 9/11, the use of NSLs has risen 
sharply, increasing nearly six-fold from 2000 to 2006. Moreover, NSLs have shifted from a tool used 
primarily during investigations of foreigners to one used primarily during investigations of Americans.243 

STATUTES AUTHORIZING NATIONAL SECURITY LETTERS

Three important statutes allow the FBI (and sometimes other government agencies) to use 
NSLs to obtain a range of information:244 

•	 	The	Right	to	Financial	Privacy	Act (RFPA): financial information from banks, credit 
unions, investment companies and more, as well as purchases of travelers checks, 
credit card transactions, and purchases or sales at a pawnbroker, travel agency, or real 
estate company, among others.245 

•	 	The	 Fair	Credit	Reporting	Act (FCRA): basic credit history information, or full 
consumer credit reports in international terrorism investigations.246 Full credit reports 
could reflect any closed or delinquent bank accounts, current and previous residences, 
overdue child support payments, foreclosures and bankruptcies, and salary and life 
insurance information.247

•	 	The	Electronic	Communications	Privacy	Act (ECPA): customer information from 
email and phone companies, including basic account information, when and to whom 
an email was sent or a phone call made, and all historical information for any given 
phone number, as well as billing records.248
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National Security Letters originated as exceptions to 1970s- and 1980s-era consumer privacy statutes, 
allowing the FBI to bypass otherwise stringent limitations on government access to various financial 
and communications-related materials in situations where national security was allegedly at stake. 
In their original incarnations, NSLs were available only in full FBI investigations, not preliminary 
investigations, and they required a certification that the subject of the records was a foreign power or an 
agent of a foreign power, with “specific and articulable facts” provided in support of that conclusion.249 

The Patriot Act lowered that standard. NSLs are now available in preliminary national security investigations, 
which require “information or an allegation” indicating that a threat to national security may occur, but not 
the “articulable factual basis” required by full FBI investigations.250 In addition, almost all NSLs may be issued 
upon a certification that the information is “relevant to,” “necessary for,” or “sought for” a counterterrorism 
or counterintelligence investigation251 — no specific and articulable facts or relationship to a foreign power 
are necessary. Indeed, the subject of the records need not be a suspect in the investigation; he or she can be 
a witness, associate, victim, or anyone else, as long as his or her records are deemed “relevant.” 

As the FBI’s internal guidance on NSLs observes, “[t]he standard of relevance is not exceedingly 
difficult to meet.”252 Thus, NSLs were deployed in approximately one-third of all FBI counterterrorism, 
counterintelligence, and cyber investigations during the last year for which statistics are publicly 
available.253 As the DOJ’s Inspector General has observed, NSLs allow the collection of “vast amounts 
of digital information.”254 And the underlying investigation may be based in part on an American’s First 
Amendment-protected activities.255

WHAT’S THE BIG DEAL?

Some have argued that the criteria introduced by the Patriot Act simply harmonized the 
requirements for national security investigations with those for criminal investigations.256 As 
other observers have noted,  there are critical differences between national security and criminal 
investigations that make the low “relevance” standard potentially more problematic in the national 
security context, including the difference in structure between the two types of investigations and 
the long-lasting gag orders that accompany most National Security Letters.257

b.	 Retention	and	Sharing

As with its other intelligence investigations, the FBI appears to be authorized to keep NSL-derived 
information for 30 years after the investigation’s closure.258 In addition, the FBI can disseminate 
information to another federal agency if the information is “clearly relevant” to the agency’s “authorized 
responsibilities” (for financial and communications-related information) or is “necessary” for the agency’s 
“approval or conduct of a foreign counterintelligence investigation” (for limited credit information).259 
Incongruously, the statute allowing disclosure of a full credit report contains no limitations on 
dissemination.260 The financial and communications NSL statutes also declare that the Attorney General 
Guidelines govern the dissemination of NSL-derived information, but the Guidelines provide little 
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specific guidance beyond indicating that information may be shared with law enforcement agencies, 
the Intelligence Community, and foreign governments.261 Because the FBI’s information-sharing with 
other federal agencies and the intelligence community is often governed by non-public information-
sharing agreements, it is next to impossible for the public to understand what happens to the fruits of 
these secretive subpoenas.262 

In 2007, the Department of Justice Inspector General (IG) issued a report that was highly critical of the 
FBI’s use of its NSL authority. Among other things, the IG noted that “neither the Attorney General’s NSI 
[National Security Investigation] Guidelines nor internal FBI policies require the purging of information 
derived from NSLs in FBI databases, regardless of the outcome of the investigation.”263 In the wake of 
that report, the Department of Justice and the Office of the Director of National Intelligence convened an 
NSL Working Group in 2007. The Working Group was directed to examine the FBI’s use and retention 
of NSL-derived information, with “special emphasis on the protection of privacy interests.”264 

The Group concluded that existing regulations were adequate to protect Americans’ privacy and 
issued recommendations that largely would have expanded the information available for storage and 
retention.265 The Inspector General’s Office roundly criticized the proposal, noting that: 

•	 Existing regulations, which the Working Group deemed adequate to protect Americans’ 
privacy, had failed to prevent “serious abuses” of National Security Letters in the past;266 

•	 A proposal to upload and retain a wide array of financial and credit information “provide[d] 
no meaningful constraint and require[d] no balancing of privacy interests against genuine 
investigative needs” and would have resulted in a “standard so broad as to be meaningless;”267

•	 The failure of the Working Group to further limit the existing 30 year period for retention of 
NSL-derived data was not “sufficiently protective of the privacy interests of individuals who 
have been determined not to be of investigative interest;”268 and

•	 The volume of data collected and retained in the Investigative Data Warehouse made it 
particularly critical to ensure — as the Working Group had failed to do — that email and 
phone-related data, particularly where it had “no identified investigative value,” is “not made 
widely available to the world-wide law enforcement community.”269

As a result of the concerns identified by the Inspector General, the Department of Justice withdrew the 
report in 2008, intending to reconvene the Working Group to reconsider the report and proposal.270 
The same year, during Congressional hearings on the ultimately failed National Security Letters Reform 
Act of 2007, witnesses across the ideological spectrum identified limitations on retention, use, and 
dissemination as a critical — and missing — aspect of National Security Letters.271 After an additional 
scolding by the Inspector General during 2009 Senate testimony, the Department of Justice developed 
Procedures for Collection, Use, and Storage of Information Derived from National Security Letters 
(“NSL Procedures”), which were approved by Attorney General Eric Holder in 2010.272 
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Although the public version of the NSL Procedures provides general guidance about information 
collection, the use and storage guidelines are heavily redacted, making it unclear whether they fully 
address the criticisms of the Inspector General. What is known about the procedures emerged in 
2011 Congressional testimony by Todd Hinnen, Acting Assistant Attorney General for National 
Security.273 According to his testimony, any information that is “responsive to the NSL and has potential 
investigative value” may be uploaded into FBI databases, including the Bureau’s main case management 
system, Sentinel.274 It is not clear whether the NSL must have value to the specific investigation for 
which it was issued or — as in the assessment context — simply possible value for future investigations. 
And responsive financial information — whether or not it has any investigative value — is evidently 
sequestered in a database for future analysis and possible data mining.275

Information that is sent to Sentinel (which generally is kept for 20 to 30 years after an investigation’s 
closure) can be accessed and queried by FBI agents as well as a small number of staff in other government 
agencies, including the Department of Homeland Security, the Terrorist Screening Center, and the 
National Counterterrorism Center.276 Telephone records obtained through NSLs are also uploaded into 
the FBI’s Telephone Applications, which can be used to analyze a subject’s calling patterns.277 

Notably, despite the range of materials that Sentinel stores and manages for the FBI, the Bureau has 
not published a stand-alone public notice or Privacy Impact Assessment for the system. One obscure 
document indicates that Sentinel is covered by an “umbrella” notice for the FBI’s Central Records 
System (CRS), which does not mention Sentinel (or its precursor, the Automated Case Support 
system).278 The Government Accountability Office (GAO) has criticized the Department of Justice for 
the “broad scope” of the Central Records System notice, and the GAO has observed that it is “unclear” 
from the CRS’s System of Records Notice “how any given record in this system is to be used.”279 

In addition, NSL-derived information is uploaded into the Investigative Data Warehouse — which is 
also ostensibly covered by the Central Records System notice280 — presumably for long-term retention 
and data mining.281 From there, it may also be shared with state and local law enforcement agencies 
and entered into their databases.282 Finally, databases with information gleaned from National Security 
Letters are, by definition, likely to be available to the National Counterterrorism Center, as NSLs are 
only available in national security-related investigations.

4.	 Border	Searches	of	Electronics

a.	 Information	Collected

In the past decade, the Department of Homeland Security has asserted the authority to seize and inspect 
the contents of any electronic devices that travelers, including U.S. citizens, have with them while 
crossing the border. These could include laptop computers or tablets with personal journals, emails, 
confidential or privileged work documents, medical and financial records, and website browsing history; 
cameras containing photos of international trips and intimate family moments; and smartphones with 
records of phone calls, texts, and online searches.283 
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While the so-called “border exception” to the Fourth Amendment is longstanding, the federal 
government has not always construed its authority so broadly.284 Prior to September 11, 2001, Customs 
and Border Protection (CBP) — the main law enforcement arm of DHS — directed that Customs 
officers “should not read [travelers’] personal correspondence,” except where agents had reasonable 
suspicion the documents fell into certain delineated categories, and documents and papers could not 
be seized or copied without probable cause to believe they were related to a crime.285 

After September 11, 2001, the newly-created Department of Homeland Security (DHS) lowered 
the bar for examining, seizing, and sharing materials. In 2007, DHS issued Field Guidance to its 
investigative arm, Immigration and Customs Enforcement (ICE), on handling electronic information 
obtained from “Persons of National Security Interest.” The memo noted that “ICE’s ability to exploit 
this [electronic] media represents a unique opportunity to collect, analyze and disseminate valuable 
information” — unique presumably because the contemplated search and seizure would require a 
warrant if done anywhere besides the border.286 The guidance also set out the basic principles that are 
in place today: no individualized suspicion is necessary for border searches; all “computers, cellular 
phones, and other electronic media” may be searched out of the owner’s presence; and the owner need 
not be notified of the search.287 

In 2008, DHS published a border search policy that was expanded upon in a 2009 Privacy Impact 
Assessment (PIA).288 (Under a 2002 statute, all agencies must publish PIAs to evaluate the privacy 
impact of databases that collect, maintain, or disseminate personally identifiable information about 
individuals.289) The 2009 PIA sets out a process by which an examination and search “may be conducted 
without a warrant and without suspicion.”290 Specifically, any CBP officer may pull aside any passenger 
for additional inspection based on the officer’s unspecified observations or “hunches.”291 At that point, 
all of the passenger’s belongings can be inspected outside of his presence — not only documents, books, 
and magazines, but also “computers, storage disks, hard drives, phones, personal digital assistants 
(PDAs), cameras, and other electronic devices.”292 

DHS has no express policy against targeting travelers on the basis of their exercise of their First Amendment 
rights. In addition, DHS has rejected arguments that its suspicionless searches violate either the First 
Amendment or the Fourth Amendment’s prohibition against unreasonable searches and seizures.293 

During the last year for which numbers are publicly available (fiscal year 2010), nearly 5,000 people 
had their electronic devices searched at the border.294 To be sure, this is a small fraction of the total 
number of border crossings.295 It appears, however, that the border search authority has been used, at 
least on occasion, to target particular travelers on non-criminal grounds. Travelers involved in political 
or social activism have reported intrusive searches and long delays, and — despite DHS’s conclusion 
that it is not disproportionately targeting travelers based on national origin296 — individuals of Muslim 
heritage have reported similar experiences coupled with questions about their religion and beliefs.297 
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TARGETED AT THE BORDER

•	 A	firefighter,	Gulf	War	 veteran,	 and	 local	 homeland	 security	 responder,	who	 is	 also	 a	
convert to Islam, has been stopped at the border multiple times; questioned about his 
political views, religious beliefs, and charitable contributions; and had his laptop and cell 
phone searched.298 

•	 A	Muslim	U.S.	 citizen	 and	Yale	 graduate	 student	 who	 provides	 expert	 consulting	 to	
media outlets, the National Counterterrorism Center, and the Department of State has 
been stopped at the border on multiple occasions, been interrogated about his religious 
activities and his lectures, and had his laptop searched and data on his cell phone seized 
and copied.299

 
•	 An	award-winning	filmmaker	and	journalist	whose	films	examined	issues	including	the	

American occupation of Iraq, detentions at Guantanamo Bay, and domestic surveillance 
was stopped nearly every time she exited or entered the country for six years; her electronics 
have been seized and retained for weeks.300

•	 A	volunteer	with	the	Bradley	Manning	Support	Network	was	placed	on	a	government	
watchlist,301 stopped upon his return from a vacation in Mexico, and questioned about 
his political activities and beliefs.302 His laptop, camera, and USB drive were taken and 
returned seven weeks later, without explanation, beyond the period permitted by CBP 
rules.303 After he sued, a federal judge ruled that travelers retain their First Amendment 
rights and may not be targeted on the basis of their lawful associations “simply because 
the initial search occurred at the border.” However, the judge did not disturb the agency’s 
ability to conduct a search without suspicion of criminal activity as long as the search is 
not based on the person’s lawful associations.304

b.	 Retention	and	Sharing

This broad latitude to search devices is coupled with the authority to keep and share it on grounds short 
of suspicion of criminal activity. While the Privacy Impact Assessment acknowledges that “CBP and 
ICE do not make the information sharing process fully transparent to the public,” certain parameters 
are known.305 For instance, without any basis for suspicion, CBP may detain an electronic device for 
five days, a period that can be extended in the event of unidentified extenuating circumstances.306 A 
phone, computer, or camera may be detained because the connecting time between flights is short or 
the content is in a foreign language.307 During that time, CBP can search the device and share it with 
any other federal agency for analysis.308 

Alternatively, instead of detaining the device, CBP or ICE can copy the contents of the device — without 
any suspicion of criminal activity — to conduct a more in-depth search at its convenience, within 30 days 



WHAT THE GOVERNMENT DOES WITH AMERICANS’ DATA  |  37

unless a supervisor approves an extension.309 The traveler has no right to be notified that the contents of his 
electronic device have been copied.310 DHS may also solicit technical assistance to decrypt any encrypted 
information — again, “without a reasonable articulable suspicion that the data on the electronic device 
is evidence of a crime.”3111 The agency providing the assistance may retain the materials if it has a “valid 
basis for its own independent authority;”312 as illustrated in this report, that authority can be wide-
ranging. (Materials may also be shared with other agencies for subject matter assistance, though only with 
reasonable suspicion that the data on the electronic device is evidence of a crime.313) 

In addition, copies of electronic information that are seized by CBP or ICE may be kept if retention 
is “required for a law enforcement purpose”; while this standard lacks a clear definition, it is almost 
certainly lower than reasonable suspicion.314 More broadly, both ICE and CBP can retain copied 
information without probable cause if the data “relates to immigration, customs, and other enforcement 
matters” — a relatively generous standard — as long as the retention is “consistent with the privacy and 
data protection standards of the system of records” in which the information is kept.315 

Importantly, none of these restrictions on retention and sharing apply to notes or written impressions 
about the encounter.316 Thus, even in the event that a device was returned to the traveler and copies of 
its contents destroyed, notes recording what a traveler was reading or the content of his data may still 
be maintained in a database. 

Information captured at border searches — including notations regarding those searches — may also be 
stored in and shared through other databases. For instance, records of searches of electronic devices and 
detentions — though not copies of the information itself — are entered into the government’s TECS database 
and stored for up to 75 years.317 While some information about such searches may legitimately need to be 
stored for oversight and auditing purposes,318 TECS, which stores CBP data relating to travelers entering 
or leaving the United States, also appears likely to feed into the FBI’s Investigative Data Warehouse.319 In 
addition, information detained and seized by ICE may go to a variety of databases, which keep information 
for 5, 15, or 20 years.320 Many of the records in these databases may be used or shared broadly, often for 
undefined national security and intelligence activities.321 In one ICE system, information with no relevance 
to a criminal investigation may also be kept in order to help DHS develop pattern-matching algorithms.322 
Finally, because the NCTC has indicated that it accesses international travel-related databases, much of the 
information gathered at the border is likely to be available to the NCTC for up to five years. 

When information can be shared so broadly and retained for so many purposes, a traveler’s ability to 
challenge inaccuracies in the information is particularly critical. The Privacy Impact Assessment (PIA) 
for searches of electronics at the border offers only one route, though: “If the information is used as 
evidence in a civil or criminal prosecution, or if an individual is in immigration proceedings,” the 
individual can challenge the information himself or call witnesses to do so.323 The PIA adds that the 
passenger is to blame for any errors: “Any inaccurate information is the result of the traveler having 
inaccurate information on his or her electronic devices, rather than errors in the copying….”324 Since 
the information could include anything — emails from a friend, a record of websites accessed by a 
relative who borrowed the computer, documents written by a colleague who previously used the same 
laptop — saying that any “inaccuracies” are the travelers’ responsibility and can be resolved in a court 
of law is a fairly minimal safeguard.325
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SEARCHES OF ELECTRONICS AT THE BORDER

Traveler is entering or leaving the country by air, land, or sea.

Without suspicion of any criminal activity, based on just a “hunch” 
or “intuition,” a border officer can search the traveler’s laptop, tablet, 
phone, hard drive, or other electronic device. The officer can detain 
the device to see if there’s probable cause to seize it as evidence of a 
crime, or copy the information on the device to search at a later date. 
The traveler need not be present during the search. The detention and 
search generally must be completed within 5 to 30 days. 

During that time, several things can happen:

1

1

2

2

3

3

RELEVANT INFORMATION: The 
search reveals information that’s 
relevant to customs, immigration, 
or other laws enforced by DHS. 
Information can be RETAINED.

There’s any evidence of criminal 
activity relating to laws enforced 
by CBP or ICE. 
 

PROBABLE CAUSE: The search 
uncovers facts that indicate 
a likely violation of the laws 
enforced by CBP or ICE. Device 
can be SEIZED.

There’s any evidence of violation
of a law that subjects the device
to civil forfeiture.

NEED ASSISTANCE: CBP/ICE 
can share the device or the 
information on it with any federal 
agency for either TECHNICAL or 
SUBJECT MATTER assistance.

The information relates to a law 
enforced by the agency with 
which it’s shared. 

Either way, device and/or information on it can be retained if:

If none of these conditions is met, device must be returned and all 
information destroyed, unless the information is “required for a law 
enforcement purpose” and retention is consistent with the Privacy Act. 

In addition, as a general matter, any information that is lawfully seized 
can be shared with any state, local, federal, or foreign law enforcement 
authority “in furtherance of enforcement of their laws.”

TECHNICAL ASSISTANCE is 
specialized or scientific help. CBP/ICE 
does not need to have reasonable 
suspicion of criminal activity.

SUBJECT MATTER ASSISTANCE 
is analytical help from an expert or 
another law enforcement agency. CBP/
ICE must have reasonable suspicion 
of criminal activity.
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MORE POWERS ON THE HORIZON:
BIOMETRICS

Biometrics — data points that “identify an individual based on his or her distinguishing 
physiological and/or behavioral characteristics”326 — are among the fastest-growing datasets 
collected by the federal government. As agencies’ databases grow and incorporate more types 
of biometrics, they are also increasingly interoperable, meaning that information is shared 
seamlessly from one database to the other. 

The Department of Homeland Security has the federal government’s largest biometrics database, 
the Automated Biometric Identification System (known as IDENT).327 First established 
in 1994 for the Immigration and Naturalization Service,328 IDENT began being used for 
other purposes after 9/11.329 IDENT takes in information from other agencies, including 
the Department of State, the FBI, the Department of Defense, and other collaborating 
organizations.330 The biometric data stored in IDENT is shared within DHS and with other 
governmental agencies at all levels for a variety of functions, including national security, law 
enforcement, and intelligence.331 Information in IDENT is currently kept for 75 years, though 
DHS is reconsidering that retention period.332

The FBI’s primary biometrics database is the Integrated Automated Fingerprint Identification 
System (IAFIS), containing fingerprints for over 74 million individuals.333 These fingerprints 
are housed not just for criminal purposes but to conduct employment checks, confer certain 
professional licenses, and carry out unidentified “national security purposes.”334 In the fall of 2014, 
the FBI plans to fully transition to its new biometrics system, Next Generation Identification; 
NGI will enable capture and searching of iris scans, facial pictures, and scars in addition to 
fingerprints, as well as markers like tattoos.335 These types of identifiers pose particular privacy 
risks, as they can be used to identify someone from afar and without their consent. While the FBI 
has asserted that pictures from gatherings, social media, and other public assemblies or online 
sources will not go into the database,336 an FBI PowerPoint containing photos of political rallies 
suggests that the FBI may be taking (or planning to take) more information into its biometrics 
databases than publicly acknowledged.337 The FBI typically keeps civil identification records until 
the subject is 75 years old and criminal identification records until the subject is 99 years old, 
though the Bureau is petitioning for an extension to 110 years.338

In 2008, DOJ and DHS initiated a major biometrics sharing and interoperability initiative, 
intended to give some reciprocal access to users of IDENT and IAFIS.339 The FBI is also 
pursuing a biometrics sharing plan with the Department of Defense,340 as well as “sharing 
relationships” with 77 foreign countries, some governed only by ad hoc agreements.341 
Observers are cautioning that measures in the proposed immigration bill could lead to the 
creation of a national biometric identification system for all Americans.342 
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5.	 National	Security	Agency	

The National Security Agency (NSA) is an element of the Department of Defense. Its mandate is to 
collect “signals intelligence” — intelligence gleaned from communications systems and other kinds of 
electronic systems — for foreign intelligence purposes.343 Despite its foreign focus, the NSA has the 
authority to gather fairly extensive amounts of information about Americans, and recent revelations 
indicate that it is exercising this authority in a range of ways.344 Given the frequency of these revelations 
and the ongoing declassification of previously secret documents, more information is likely to emerge 
after the publication of this report. 

a.	 Information	Collected

 i. Programmatic surveillance of electronic communications 

Beginning in 1978, the Foreign Intelligence Surveillance Act (FISA) provided the statutory structure 
for the NSA’s surveillance activities. FISA required the NSA to obtain authorization from the secret 
Foreign Intelligence Surveillance Court (FISC), for any surveillance of Americans’ domestic or 
international communications. To secure the necessary authorization, the NSA until recently had to 
establish probable cause that the American was an agent of a foreign power. The NSA’s intelligence-
gathering activities are further guided by an Executive Order issued in the early days of the Reagan 
administration, which imposes various limitations on the NSA’s ability to operate domestically.345

On the day of the September 11, 2001 attacks, President George W. Bush secretly authorized the 
NSA to initiate a domestic surveillance program that bypassed these long-standing restrictions.346 This 
program, coupled with a variety of other classified intelligence activities, came to be known collectively 
as the President’s Surveillance Program (PSP).347 One part of the program, known as the Terrorist 
Surveillance Program (TSP), allowed the NSA — without judicial oversight — to gather the content 
of Americans’ communications, including phone calls, emails, text messages, and more, as long as the 
other party to the communication was outside the country and was believed to be affiliated with al-
Qaeda.348 The NSA also provided intelligence reports to the FBI, CIA, and NCTC.349 

After a public outcry, the Terrorist Surveillance Program was technically terminated in 2007. The FISA 
Court and Congress ultimately ratified the program, however, and Congress amended FISA in 2007 
(the Protect America Act) and 2008 (the FISA Amendments Act or FAA) to grant the agency even 
broader data-gathering powers.350 The statute now allows the acquisition of communications involving 
Americans if the following conditions are met: a “significant purpose” of the surveillance is to gather 
“foreign intelligence,” broadly defined to include information that “relates to the conduct of the foreign 
affairs of the United States”;351 at least one party to the communication is “reasonably believed” to be 
a non-U.S. person located overseas; and a non-U.S. person is the true “target” of the surveillance.352 

Moreover, the government need not obtain individualized permission from the FISC in order to 
intercept such communications. Instead, only the overall program must pass judicial muster; the 
specific person or persons whose communications will be monitored are not identified to the court.353 
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This surveillance scheme, which is available as an alternative to a targeted FISA warrant (required where 
an American is the actual target of surveillance), is often referred to as programmatic or “Section 702” 
surveillance, after the part of the FAA in which it was authorized. 

The FAA expressly contemplates that the international communications of presumptively innocent 
Americans will be collected. Because the true target is supposedly the non-citizen on the other end 
of the call or e-mail (or discussed within it), this collection of Americans’ information is termed 
“incidental.” Americans’ communications are also gathered through “inadvertent” collection, which 
takes place when the procedures designed to ensure that only non-U.S. persons are targeted fail. 

There is reason to believe that “inadvertent” collection, like “incidental” collection, is commonplace. 
For one, reports indicate that the NSA requires only a 51 percent certainty that its targets are foreign 
when conducting programmatic surveillance such as PRISM and the upstream collection described 
below.354 For another, the NSA’s targeting procedures, leaked by Edward Snowden in 2013, provide that 
“[i]n the absence of specific information regarding whether a target is a U.S. person, a person . . . whose 
location is not known will be presumed to be a non-United States person.”355 In short, while the NSA 
has long refused to disclose the number of presumptively innocent Americans whose communications 
are collected under Section 702, that number is certain to be high.356 (The agency has recently agreed to 
make some numbers available, but they appear unlikely to paint the full picture of the program’s effect 
on Americans.357) Additionally, the NSA’s method of collecting targeted communications occasionally 
captures entire inboxes, including wholly domestic communications. 

One method of collecting Internet content under Section 702 is the PRISM program that Edward 
Snowden revealed in June 2013. PRISM funnels communications from companies like Google, Apple, and 
Facebook to the NSA if the communications contain certain search terms chosen by the NSA.358 Another 
recently-revealed method of collecting Internet content is “upstream collection.” Unlike PRISM, this 
program gives the NSA direct access to the data packets traveling through both domestic and international 
fiber optic cables, also called the Internet “backbone.”359 Multiple programs employ upstream collection 
to gather and analyze reams of data. For instance, the NSA is reportedly copying all emails and text 
messages with one end outside of the United States in order to pull out communications that match 
certain “selectors” relevant to foreign intelligence, as broadly defined by the FAA.360 Reports also indicate 
that the agency has collaborated with domestic telecommunications companies to give it the ability, under 
certain circumstances, to directly access up to approximately 75 percent of U.S. communications.361

On top of these collection authorities, a program called XKEYSCORE allows the government to search 
essentially any Internet activity using approved search terms. XKEYSCORE’s capabilities are vast; it 
stored 41 billion records — content and metadata — in a single 30-day period in 2012.362 Because 
it selects so much data, it must feed much of it to other specialized databases; these databases make 
XKEYSCORE the largest data repository for the NSA.363 

 ii. Bulk collection of Americans’ telephone records 

The NSA has been acquiring bulk “metadata” about Americans’ phone calls — when a call is made, 
to which phone number, and how long it lasts — since soon after 9/11. Initially, most of the major 
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telecommunications carriers voluntarily provided this information.364 When the program was revealed in 
the press in 2005, one of the companies asked to be provided instead with a court order that compelled its 
cooperation.365 As a result, the NSA and FBI together persuaded the FISA Court that this bulk collection 
was permissible under Section 215 of the Patriot Act, the section that allows the production of “tangible 
things” that are “relevant” to an authorized counterterrorism or counterintelligence investigation.366 The 
FISA Court has accordingly issued regular orders to the major telecommunications companies since 2006, 
directing the companies to provide their customers’ calling information to the NSA daily.367 

Under this new interpretation, metadata about all Americans’ phone calls — international and domestic 
— is compiled on the theory that the database may produce relevant information when it is searched 
in the future.368 The data need not be relevant at the moment of collection, and all Americans’ records 
may be collected despite the certainty that the vast majority will have no current or future relevance. 

b.	 Retention	and	Sharing

 i. Programmatic surveillance of electronic communications 

The FISA Amendments Act requires the Attorney General and the Director of National Intelligence 
to adopt procedures to limit or “minimize” the retention of information about U.S. persons (whether 
“incidentally” or “inadvertently” collected) and to prevent its dissemination unless it is evidence of a crime.369 
While the FISC reviews these minimization procedures for adequacy at the initiation of the program, it 
has no authority to oversee their implementation, except at the program’s annual reauthorization.370 

Under the NSA’s now declassified minimization procedures for communications it acquires under 
Section 702, the agency may retain communications to, from, or about an American if they contain 
foreign intelligence information (an expansively defined concept that includes information relating 
to the foreign affairs of the U.S.), evidence of a crime, certain cybersecurity-related information, 
or information “pertaining to a threat of serious harm to life or property.”371 While Americans’ 
communications that do not meet those criteria are generally to be “destroyed upon recognition,” 
the NSA is nevertheless permitted to retain these communications for up to six years from the start 
of surveillance.372 And the NSA may share “unminimized communications” with the FBI and CIA, 
subject to those agencies’ minimization procedures, which are not public.373

There is at least one exception to the six-year retention limit. The government may, through upstream 
collection, obtain not just a single communication but a snapshot of an American’s email box that 
contains multiple messages. While some of the emails in the inbox will involve the targeted foreign 
address, others may be wholly domestic exchanges with no known foreign intelligence value.374 The 
entire set of communications in the inbox is known as a multi-communication transaction (MCT).375 
A recently declassified FISC opinion reveals that the government secretly collected MCTs for three 
years, until it finally notified the Court in 2011.376 The Court estimated that the government was 
receiving tens of thousands of “wholly domestic” emails through this program.377 
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While the FISC ultimately approved the collection program, which remains in place today, the 
Court raised serious problems with the way the NSA was handling the data. These wholly domestic 
communications were subject to little special handling or marking, and most communications were 
kept for at least five years even though they were unlikely to have foreign intelligence value.378 As the 
Court put it, “NSA’s proposed handling of MCTs tends to maximize the retention of such information, 
including information of or concerning United States persons with no direct connection to any 
target.”379 The Court therefore concluded that the handling procedures violated both FISA and the 
Fourth Amendment.380 In response, the government reduced the retention period for MCTs to three 
years from the start of surveillance and imposed special marking and handling restrictions.381 

The data flagged and retained by the XKEYSCORE system is also retained for varying lengths of time, 
depending upon the type of information. Because the amount of data that is scanned and stored is vast, 
XKEYSCORE itself can store it for only a limited time: three to five days for content, and 30 days for 
metadata.382 Other databases receiving information from XKEYSCORE keep the content of emails and 
email metadata for up to five years.383 

In a sharp shift from its earlier practice, the government in 2011 secretly persuaded the FISC to 
allow searches of all of these databases of email communications, with the exception of the MCTs, 
using Americans’ email addresses and phone numbers as search terms.384 This policy, which allows the 
government to search for Americans’ communications without a warrant, was a reversal of a policy 
instituted in 2008 at the government’s request. 385 While these searches cannot be implemented until 
procedures are put into place to guide them, the ability to conduct these “back-door searches” confirms 
warnings issued in recent years by Sen. Wyden and others on the Senate Intelligence Committee.386 

If the NSA outright violates the FAA’s proscriptions and “intentionally target[s] a United States person 
or a person not reasonably believed to be outside the United States,” that information must be purged 
from NSA databases without exception.387 The procedures do not, however, direct the NSA to notify 
other government agencies that might have received the information to purge it as well. 

Notably, the semiannual assessments issued by the Attorney General and Director of National 
Intelligence have regularly flagged violations of the targeting and minimization procedures. A 2012 
assessment revealed an uptick in compliance incidents, including violations of U.S. privacy rules by 
foreign governments with access to Americans’ data, retention of phone metadata records beyond the 
five-year deadline, and erroneous targeting of Americans and green card holders.388 

 ii. Bulk collection of Americans’ telephone records

The phone metadata collected pursuant to Section 215 of the Patriot Act is retained for five years.389 
The FISC has imposed limitations on the use of this metadata. The NSA may query the database only 
when it has an “identifier” — for instance, a telephone number — for which there is a “reasonable, 
articulable suspicion” that it is “associated with a particular foreign terrorist organization.”390 If the 
telephone number is believed to belong to an American, the suspicion cannot be based “solely on 
activities protected by the First Amendment.”391 
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Is desired target a non-U.S. person reasonably believed  
to be outside the U.S.? 

NO YES

YES

If the desired target is a U.S. person or is reasonably 
believed to be within the U.S., THEN THEY CANNOT 
BE TARGETED INTENTIONALLY. 

If an NSA analyst is 51 percent certain that the 
target is not a U.S. person and is outside the 
U.S., or the location/status of a person cannot be 
determined after conducting due diligence, then: 

If the target is a non-U.S. person outside the 
U.S., and the acquisition would serve a foreign 
intelligence purpose, then the person may be 
TARGETED and COMMUNICATIONS ACQUIRED.

Is there a FOREIGN INTELLIGENCE PURPOSE – i.e., will it 
gather information relating to the U.S.’s foreign affairs? 

•   If the target TURNS OUT to have been a U.S. person 
or within the U.S. at the time of the targeting, then (a) 
acquisition must be terminated but (b) the communications 
that were acquired may be kept and used in accordance 
with the minimization procedures.

•   If person is nevertheless INTENTIONALLY TARGETED, 
all information gathered must be purged from the NSA’s 
databases. (But the NSA is not required to inform other 
agencies that might have received the information or reports 
based on it). 

•   If communications of a U.S. person or someone in the U.S. 
are collected INADVERTENTLY, then they can be kept and 
used in accordance with minimization procedures. 

NSA COLLECTION OF EMAILS AND PHONE CALLS: TARGETING
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Are the communications DOMESTIC (all participants inside 
the U.S.) or FOREIGN (at least one end is outside the U.S., but 
communications are to, from, or about a U.S. person)?

If the NSA has incidentally acquired Americans’ communications as 
part of its targeting of non-Americans, then:

REPORTS based on FOREIGN COMMUNICATIONS that are with or 
about a U.S. person CAN BE DISSEMINATED if:

In addition, UNMINIMIZED COMMUNICATIONS including U.S. 
persons’ information can be DISSEMINATED to:

FOREIGN communications can be RETAINED if: DOMESTIC communications can be RETAINED if:

•   The NSA may retain them for up to SIX YEARS* to analyze whether they 
contain (a) foreign intelligence information or (b) evidence of a crime.

•   Additionally, communications that MAY BE RELATED to the “authorized 
purpose of the acquisition” can be sent to NSA analysts for further review. 

•   The U.S. person’s identity is deleted.

•   The U.S. person’s identity remains, if the receiving official needs the 
information for his official duties and the identity of the American or the 
nature of the communications meet certain criteria.

•   The CIA and the FBI, under certain circumstances.

•   Foreign governments, only for technical or linguistic assistance, and 
the foreign government cannot retain the communications for their own 
purposes or disseminate them internally.**

•   They are REASONABLY BELIEVED to contain SIGNIFICANT 
FOREIGN INTELLIGENCE INFORMATION. 

•   They are REASONABLY BELIEVED to contain EVIDENCE 
OF A CRIME that has been, is being, or is about to be 
committed. 

•   They are REASONABLY BELIEVED to contain information 
related to cryptography, traffic analysis, or cybersecurity.    

•   They contain information pertaining to a THREAT OF 
SERIOUS HARM TO LIFE OR PROPERTY.

 
Some of this information may be shared with the FBI as well.
 

•   They are NECESSARY FOR THE MAINTENANCE OF 
TECHNICAL DATA BASES.  

•   Circumstances would allow dissemination.
•   They are EVIDENCE OF A CRIME that has been, is being,  

or is about to be committed. 
 

NSA COLLECTION OF EMAILS AND PHONE CALLS: MINIMIZATION

*   Six years from the beginning 
of the FISC order authorizing 
surveillance.

**  A recent Guardian article noted, 
however, that the U.S. and Israel 
have an agreement allowing Israeli 
intelligence to use unminimized 
communications including U.S. 
persons’ identities.  
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THE NSA REPEATEDLY VIOLATES ITS OWN PROCEDURES

On September 10, 2013, the administration declassified a large cache of documents related to the 
NSA’s phone metadata program. The documents — which were released too late to be incorporated 
into the body of this report — reveal ongoing instances of non-compliance by the NSA with its own 
minimization procedures and the FISA Court’s directives, as well as repeated misrepresentations to 
the Court regarding the scope and operation of its surveillance programs.395 More specifically, these 
materials reveal that: 

•	 For two and a half years, the NSA searched all incoming phone metadata using an “alert list” 
of phone numbers, most of which did not meet the test of “reasonable, articulable suspicion” 
(RAS) that the FISA Court required.396 As of early 2009, when the FISA Court was notified of 
the issue, just under 2000 of the nearly 18,000 identifiers on the alert list — or barely 11 percent 
— were RAS-approved.397 As the Court later described it, “[c]ontrary to the government’s 
repeated assurances, NSA had been routinely running queries of the [telephone] metadata 
using querying terms that did not meet the required standard for querying.”398

•	 The NSA initially allowed its analysts to go even more than three “hops” from the initial query 
phone numbers, until the government told the Court in early 2009 that it would cease the 
practice.399

•	 In March 2009, after a series of admissions about the NSA’s failures to comply with the 
FISA Court’s minimization procedures, a FISA Court judge excoriated the government 
for its handling of the surveillance program. He observed that the NSA had engaged in 
“daily violations of the minimization procedures,”400 criticized the government’s “repeated 
inaccurate statements,”401 and concluded that the minimization procedures had been “so 
frequently and systematically violated that it can fairly be said that this critical element of 
the overall … regime has never functioned effectively.”402 As a result, the Court required 
the NSA to obtain Court approval every time it queried the database, except in case of an 
emergency.403 (The Court lifted this requirement in September 2009.404) Whether this key 
restriction on the NSA’s use of Americans’ data functions effectively today is unknown. 
 

These restrictions have several significant caveats, however. First, while the FISC requires that this 
“reasonable, articulable suspicion” (RAS) requirement be met, the NSA does not have to go back to the 
Court to justify particular queries; instead, the agency itself decides when it has satisfied its obligation. 
Second, while the administration has emphasized the fact that only 300 identifiers were used to query 
the data during 2012, it has also acknowledged that it can obtain additional phone numbers that are 
up to three “hops” out from the original number.392 These hops refer to the number of connections 
from the original number: the first “hop” is to phone numbers the original number is in contact with, 
the second hop is numbers in contact with the “first hop” numbers, and the third hop is the numbers 
in contact with those “second hop” numbers.393 While the agency may not run a three-hop analysis on 
every contact, a decision to do so could give it access to the phone records of millions of Americans.394
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•	 NSA Director Keith Alexander acknowledged that no one person at the NSA actually 
understood the technical setup of the phone metadata database.405

•	 Each audit or review of the NSA’s operations yielded new evidence of compliance violations.406

Notably, Senators Ron Wyden (D-OR) and Mark Udall (D-CO) — both members of the Senate 
Intelligence Committee with access to classified information — have responded to this round of 
revelations by stating that bulk collection of phone metadata should be ended because the program 
poses a threat to Americans’ civil liberties while offering nothing of unique value.407 The senators 
also warned that information has yet to be released about “violations pertaining to the bulk email 
records collection program.”408

On September 11, the Guardian newspaper published another top-secret document disclosed 
by Edward Snowden, this one revealing that the NSA “routinely shares raw intelligence data 
with Israel without first sifting it to remove information about US citizens.”409 The agreement 
between the NSA and the Israeli intelligence service also permits Israel to retain files with the 
identities of U.S. persons — as long as they are not U.S. government officials — for up to one 
year.410 This agreement is significant because it directly contradicts the NSA’s minimization 
procedures, which prohibit raw intelligence from being shared with a foreign government 
unless it is for technical or translation assistance, and then only if the foreign government 
guarantees that it will not make a record of the data or distribute it internally.411
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The recommendations below would impose limitations on the long-term retention and sharing of 
non-criminal information about Americans, while adding to the transparency necessary to ensure that 
a robust national security system does not tread on Americans’ rights. 

1. Ensure that every dataset and database has a publicly available policy, and make the 
government’s use, sharing, and retention practices as transparent as possible. 

 
Without information about the disposition of information in the government’s possession, the public 
cannot assess the reasonableness of government information-collection programs. While the Privacy 
Act would already seem to require transparency when it comes to databases about Americans, too many 
collection and retention programs remain far too opaque. 

Accordingly, each time the government collects information from or about U.S. persons, the policies 
governing the collection, retention, sharing, and use of the information should be made publicly and 
clearly available. Where data is shared with the private sector or foreign entities — which are often 
subject to few restrictions on their own use of the information — the sharing should be subject to 
public, well-delineated memoranda of understanding or sharing agreements. These agreements should 
prohibit further sharing without permission of the sharing agency or for purposes inconsistent with 
the original use, and should impose data privacy responsibilities upon the recipients, with sanctions — 
including a freezing of future information sharing — in the event of significant violations. 

In the rare circumstances where disclosure of the policy or agreement would pose a danger to national 
security, a redacted or summarized version of the policy should be made available. 

2. Require reasonable suspicion of criminal activity to retain or share information about 
Americans for law enforcement or intelligence purposes. 

Given the demonstrated potential for misuse and the sparse public evidence of benefit, domestically 
collected information about Americans should not be retained or shared for law enforcement or 
intelligence purposes unless: (1) there is objective reason to suspect criminal activity, and the information 
is relevant and material to the suspected crime; or (2) the information must be shared for a temporary 
and limited purpose, such as translation or decryption assistance. If it is shared for such a purpose, the 
assisting agency must return all data following its analysis and purge it from its own system.

The bar for meeting the reasonable suspicion standard is low: An officer need only point to “specific 
and articulable facts which, taken together with rational inferences from those facts, evince more than 
an inchoate and unparticularized suspicion or hunch of criminal activity.”412 Where an investigation 
is grounded in reasonable suspicion, information about potential suspects, victims, and witnesses may 
legitimately need to be retained; these records will be necessary to manage the investigation, to meet 
prosecutorial disclosure obligations, and to ensure that a suspect who has been exonerated is not targeted 

IV. POLICY RECOMMENDATIONS
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multiple times. When data has been collected without reasonable suspicion of some criminal activity, 
however, the risks of keeping and sharing that information outweigh the scant public evidence of benefits.

In addition, some information that is properly retained in investigative files under this standard may 
refer to the exercise of First Amendment freedoms or to race, religion, or ethnicity. Because information 
reflecting constitutionally-protected activities or status is particularly susceptible to misuse, the identity 
of the person involved should be masked when shared or when retained beyond the close of the 
investigation to ensure that it is not accessible in the future unless strictly relevant and necessary to 
an authorized investigation. If constitutionally protected information is to be shared without masking 
the identity, the official making the sharing decision should articulate all of the facts in support of that 
decision, and a supervisor should sign off. 

Finally, until and unless pattern-based data mining is demonstrated to be a valid counterterrorism tool, 
personally identifiable information about Americans not suspected of any criminal activity should not 
be kept solely for the purpose of current or future data mining. 

3. Reform the Privacy Act to better protect against the long-term retention and broad sharing 
of innocuous, sensitive personal information, and institute oversight mechanisms. 

The Privacy Act was intended to strictly limit the circumstances under which information about 
Americans is retained and shared.413 Riddled with exceptions for national security and law enforcement, 
however, it has been largely transformed in the nearly forty years since its passage into a procedural, 
box-checking exercise rather than a substantive check on the government’s power.414 Indeed, many 
elements of the Privacy Act have been identified as woefully inadequate almost since its inception 
and as particularly unsuited for the computer age.415 In 2008, the Government Accountability Office 
recommended a host of changes to the Privacy Act, some of which are reflected below.416 The Privacy 
Act and the e-Government Act of 2002, which augments the transparency mission of the Privacy Act 
by requiring agencies to publish Privacy Impact Assessments, should be fortified to reflect the intent 
underlying their passage, as follows: 

a.	 Amend	the	Privacy	Act	to	cover	all	federal	systems	of	records.

The Privacy Act covers only databases from which an individual’s data is retrievable using a personal 
identifier (such as his or her name).417 As the Government Accountability Office and others have 
observed, the advent of computerized databases and data-mining have increased the number of databases 
that do not retrieve information that way and therefore are not subject to the strictures of the Privacy 
Act.418 To ensure that the Privacy Act’s protections are not rendered obsolete by new technologies, the 
Privacy Act should be amended to cover all systems of records held by the federal government that 
contain personally identifiable information. 



50  |  BRENNAN CENTER FOR JUSTICE

b.	 	Establish	an	independent	body	to	monitor	compliance	with	the	spirit	and	letter	of	
the	Privacy	Act.	

In 1974, when the Privacy Act was debated and approved, the Senate was poised to establish a Federal 
Privacy Board to “oversee the gathering and disclosure of information concerning individuals” by various 
government agencies.419 Despite broad Congressional support, however, President Ford’s opposition and 
other factors ultimately resulted in the Board’s defeat. 
There is thus no outside body that oversees implementation of the Privacy Act, and agencies are not 
obligated to respond to or act upon public comments made in response to published notices of databases.420 
The 1974 Senate committee that championed the Privacy Act anticipated the problems that might arise 
from this gap in oversight when it established the now expired Privacy Protection Commission:

Providing a right of access and challenge to records, while important, is not a sufficient legislative 
solution to threats to privacy. [I]t is not enough to tell agencies to gather and keep only data 
which is reliable by their rights for whatever they determine is their intended use, and then to 
pit the individual against government, armed only with a power to inspect his file, and a right to 
challenge it in court if he has the resources and the will to do so.421 

An external board or agency could fill this gap by overseeing agencies’ compliance with both the spirit and 
the letter of the Privacy Act. Such a panel could: 

•	 Ensure that agencies publish required notices and that the notices adequately educate the public 
about the agency’s use of individuals’ data. 

•	 Review agencies’ invocation of database exemptions and their statements justifying the exemptions 
(as recommended below).

•	 Assess agencies’ reliance on “routine uses” for information sharing, described in Part II.A.2. 
In furtherance of this oversight, agencies could be required or encouraged to:

 Accompany each routine use with a statement describing why that use is consonant with 
the original purpose or purposes of the database.

 Ensure that when information is shared with an entity that is not itself subject to the 
Privacy Act, a public memorandum of understanding or information-sharing agreement 
explains why the information is being shared and obligates the recipient to protect the 
privacy of the information to at least the same degree as the sharing agency.

 Restrict both routine uses and intra-agency sharing to uses that are “clearly compatible 
with the original purpose” of the system of records, with agencies specifically describing 
the relevant purposes.422 

 Limit the establishment of “blanket” routine uses, particularly where the databases 
subject to those routine uses are not specifically identified. 

 Publish a public report, at least annually, enumerating the number of times information 
has been shared pursuant to each routine use set out for each database or system of records. 

•	 Maintain a publicly-available archive of its findings and recommendations to assist in 
creating a common law or “best practices” regarding the implementation of the Privacy Act. 
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c.	 	Bolster	the	transparency	necessary	to	vindicate	the	promise	of	the	Privacy	Act.	

The protections of the Privacy Act — and the ability to vindicate those protections by challenging an 
agency’s actions, bringing suit,423 or raising public awareness of abuses — carry little weight if individuals 
cannot learn that their personal information is being compiled in a database. While the Privacy Act 
requires that agencies provide notice of information collection and give individuals access to their 
data, agencies may exempt databases from the provisions requiring transparency and an opportunity 
to challenge the accuracy of personal information.424 In particular, agencies may exempt from these 
provisions any database broadly related to law enforcement or national security without specifying how 
the exemption satisfies the Act — leading to some of the information gaps described above.425 

In addition, even when agencies do publish the required notices or Privacy Impact Assessments, there is 
no centralized access point for those materials. While the Office of Management and Budget (OMB) is 
tasked with overseeing agencies’ implementation of both statutes,426 it has been regularly criticized for 
its apparent lack of interest in enhancing the accessibility of Privacy Act notices.427

Two steps would assist in remedying these barriers to transparency:

1.  Each agency that exempts a database from the Privacy Act under the law enforcement exemption 
should publish a statement justifying the exemption, with specific reference to the elements of 
the exception that are enumerated in the statute.

2.  The OMB should establish a centralized portal on its website for access to all required Privacy 
Act and e-Government Act notices, and make clear when a notice applies to databases that are 
not referenced in the notice itself.

4. Increase public oversight over the National Counterterrorism Center. 

a.	 Require	the	NCTC	to	report	regarding	its	use	of	its	Track	3	authority.

In light of the NCTC’s significant new abilities to acquire and retain non-terrorism information about 
Americans under its expanded “Track 3” authority (see Part III.A.1), transparency is critical. The 
NCTC should disclose:

1. how often the Center is invoking its expanded authority and under what circumstances;

2. how that rate of use compares to the use of its narrower authorities; and

3.  why its other, more limited information-gathering authorities were insufficient in these 
instances. 

 
The Center should issue a report to Congress detailing this information at least annually, with a copy 
— redacted or summarized if necessary — provided to the public. 
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b.	 	Commission	a	public	study	and	report	regarding	the	effectiveness	of	the	NCTC	and	
the	need	for	a	five-year	retention	period	for	non-terrorism	information.	

The NCTC was created to carry out the sharing and analysis of terrorism-related information called 
for by the 9/11 Commission, and its mission is focused on international terrorism. Today, however, the 
NCTC is empowered to collect vast amounts of non-terrorism information about Americans, and there 
has been no public study of whether the NCTC is effectively carrying out its mission. In the context 
of fusion centers, Congressional oversight committees have concluded that these entities consume vast 
amounts of money in exchange for little in the way of either results or accountability. An independent 
study of the NCTC’s practical contributions to counterterrorism and compliance with its oversight 
obligations would help determine whether the benefits in fact do outweigh the risks. In addition, 
the study could assess whether a ten-fold increase in retention time for databases of non-terrorism 
information about Americans is necessary or if a shorter period would accomplish the same goals. 

5. Require regular and robust reviews of agency collection, retention, and use of Americans’ 
information. 

Finally, even the best policies are effective only when they are followed. As it stands, the public has 
minimal ability to perform an oversight role: individuals have little opportunity to learn about, let 
alone contest, the contents of files that are most likely to be shared with a range of entities for undefined 
national security and intelligence purposes. Indeed, people who have not planned or committed a 
crime would have little reason even to think that sensitive information they have not affirmatively 
provided to the government is nevertheless being gathered, retained, and shared. It is therefore critical 
that any governmental agency or component that collects, keeps, and shares innocuous information 
about U.S. citizens and residents be subject to regular and robust audits, ideally by an external body 
or an inspector general, to ensure that it is complying with data privacy mandates. An external board 
could also explore possible technological solutions to some of the privacy challenges identified in this 
report, including mechanisms to ensure that information removed from one database is removed from 
other databases as necessary.

One additional element is critical to the protection of civil liberties and the public’s right to know as well 
as a robust national security strategy: effective Congressional oversight. The increasing difficulty — and 
dysfunctionality — of Congressional oversight over the intelligence community has been the subject 
of independent studies,428 and members of Congress have recently warned that their ability to conduct 
effective oversight is being stymied by a variety of factors.429 How to ensure adequate congressional 
oversight of intelligence activities is a question that goes beyond the scope of this report. In light of 
the expanding authorities of both the law enforcement and intelligence community, however, rigorous 
and effective Congressional oversight is imperative and must be a part of any discussion and solution. 
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In the wake of September 11, 2001, the verdict was clear: The failure of law enforcement and intelligence 
agencies to share critical information had contributed directly to the devastating success of the attacks. 
The government thus designed a series of both bureaucratic and physical structures to collect, share, 
and retain increasing volumes of information about its own people. The mantra of “connecting the 
dots” took hold, and little distinction was made between items of information that trigger suspicion 
and items that do not. 

In the post-9/11 era, multiple government agencies acquire an ever-increasing amount of information 
about Americans who are not suspected of any criminal activity; keep it for extended lengths of time; 
and share it widely with other agencies, private entities, and foreign governments. Records that used to 
require a substantial commitment of physical space can now be “efficiently mine[d] … for information 
years into the future.”430 Although written policies govern this retention and sharing in many instances, 
that is not always the case, and the policies that do exist often vitiate, in practice, the procedural 
protections guaranteed by the Privacy Act.

Mounting, bipartisan evidence has demonstrated, however, that the widescale collection and retention 
of personal information about Americans not suspected of criminal activity invites abuse without any 
significant demonstrated benefit. The increasing ease of collecting and keeping a “substantial quantum of 
intimate information about any person … may ‘alter the relationship between citizens and government 
in a way that is inimical to democratic society.’”431 

Now is the time to adopt policies that allow the government to carry out its vital law enforcement and 
security missions while ensuring that the government is not constructing near-permanent electronic 
dossiers on every citizen and resident. Failure to do so risks the diminution of our democracy. 

V. CONCLUSION 
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