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INTRODUCTION

The internet is a powerful place for connecting buyers with sellers – and it’s led 
to the meteoric rise of ecommerce giants like Amazon and eBay. Known for their 
competitive pricing, speed-of-light shipping and reliable customer service, these big 
box retailers have sealed their place in consumers’ minds as the best place to do 
their online shopping. And selling on these sites is undeniably a viable way to make 
money. In fact, 61 percent of Amazon sellers said their profits increased in 2019 and 
92 percent plan to continue to sell on Amazon in 2020. 

Over the years, cyber criminals have been hard at work to create the same 
type of explosive growth on the dark web. This has led to the rise of major dark 
web marketplaces, where criminals can buy anything you can think of – drugs, 
counterfeit currency, illegal pharmaceuticals, stolen data and a variety of other 
illicit goods. For the purpose of this report, we’ll focus on the stolen data on three 
of the largest dark web marketplaces. What you need to understand is that data 
comes in many forms. On the one hand, there’s personal and financial data – from 
emails, addresses and zip codes to credit/debit card data, account details and online 
credentials. On the other hand, there’s the “how-to” type of data – fraud guides, 
templates and tools that give criminals the knowledge they need to use the stolen 
data to gain access to systems, commit financial fraud, launch phishing attacks and 
more. 

What’s most noteworthy is that cyber criminals have completely transformed the 
operational structure of the dark web marketplace to mimic big box retailers like 
Amazon and eBay – complete with search capabilities, ecommerce (including 
escrow options and Bitcoin) and seller ratings. As we’ll outline in this report, the data 
itself is relatively easy and cheap (and the value decreases over time). But the fraud 
guides and templates (and the knowledge contained within them) sold on dark web 
marketplaces are far more valuable and can lead to even greater damage, as it gives 
criminals the tools to turn commodity data into financial crime.

In this report, we will examine the costs of buying and selling data, the different 
categories of data that are sold on these marketplaces and the ‘dark’ business 
of creating, distributing and selling fraud guides, tools and templates to enable a 
multitude of specific, targeted attacks. We will also provide examples of how the 
damage and risk of repeat exposure increases progressively over time. 
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SURVEY METHODOLOGY & OBJECTIVES

We analyzed goods for sale on the dark web from today’s three top major multi-good marketplaces – “The 
Canadian HeadQuarters,” “Empire Market,” and “White House Market.” In the analysis we present the aggregated 
data, which is representative of the distribution of goods for sale amongst other major multi-good marketplaces. 
Ultimately the goods for sale on these types of dark web marketplaces are fairly consistent and commoditized, 
but because each market organizes itself, and its goods, slightly differently, we created standard categories to 
accurately present the makeup of these retailers’ listings. 

 DATADATA
 » Personal Data
 » Accounts & Credentials (Financial)
 » Accounts & Credentials (Other)
 » Payment Cards
 » Tools & Templates
 » Fraud Guides
 » Services 
 » Drugs

We then surveyed each listing on the two markets (23,862 in aggregate) and assigned each to one or more 
categories. For the sake of accuracy, when a listing was assigned to multiple categories, its contribution was 
weighted proportionately. The appropriate category was impossible to determine for approximately 1200 listings, 
and that data was discarded.
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LISTING CATEGORIES

We examined three specific “big box” marketplaces, consisting of all types of goods that are sold and bought by 
cybercriminals. These categories and the percentages within these types of marketplaces are not representative 
of the dark web at aggregate. What they provide insight into is the commoditized world of goods for sale with 
microtransaction available to the masses of cybercriminals whether they are novices or highly sophisticated.   

The types of listing are grouped into the following categories with the following descriptions:

• Data: Any personal data, financial data, organizational data, credentials or materials that are leveraged to 
further expose individuals or organizations to further fraud or misuse.

• Services:  Any “for hire” activities, ranging from DDoS services to dark web hosting to offers to write 
specific malware at the buyers’ request.

• Drugs:  Any illegal, illicit or legal drugs available without a doctor’s prescription.

For the purposes of this research, Services and Drugs were only categorized. No further analysis was completed 
as part of this research. The results are not representative of the dark web as a whole — other complete markets 
are exclusively drug focused and based on our previous research we estimate that approximately 50% of the 
goods for sale on the dark web are drug or substance related. The markets we selected for analysis represent 
large, multi-good marketplaces likely to stock data damaging to corporations. 

Data
58%

Services
7%

Drugs
35%

Percentage of Listings

Data Services Drugs
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DATA LISTING CATEGORIES

We then analyzed six categories of data, which include personal data, payment cards, accounts and credentials 
(financial), accounts and credentials (other), fraud guides, and fraud tools and templates. (We go into more detail 
on how we define each category below.) Fraud guides, tools and templates are often resources organizations 
overlook when identifying digital risks. The materials within these are data-driven insights that allow even the 
most novice cybercriminal the ability to develop and execute activities targeted at individuals and organizations 
alike. As a result, these materials have been incorporated into the “data” category because they are, in fact, data.

Data Categories
• Personal Data: This includes information, such as names, addresses, social security numbers. But it doesn’t 

include actual account credentials. 
• Payment Cards: This includes information from actual debit/credit cards, which can be used to execute 

fraudulent transactions. 
• Accounts & Credentials (Financial): This includes usernames and passwords for bank/credit card accounts 

(i.e. Stripe, PayPal, Online banking, etc.). 
• Accounts & Credentials (Other): This includes accounts with other types of credentials that are valid for 

everything, except for financial purposes (i.e. Netflix, Domino’s, CrunchyRoll, etc.). 
• Fraud Guides: This category includes all listings purporting to sell a process - for example, how to open a 

fraudulent account at a specific financial institution. 
• Fraud Tools & Templates: This can include a fake mobile app that looks almost identical to a reputable 

banking institution. Criminals can then use and send the link to the fake app in phishing attacks. And, this 
category also includes fake HTML templates that allow cybercriminals to build and launch fake websites 
that look similar to actual retail and/or banking websites.

CATEGORY % OF DATA LISTING DIGITAL RISKS POSED BY LISTING

 Personal Data  15.6%  Phishing, Business Email Compromise, Account 
Takeover

 Accounts & Credentials - 
Financial

 8.2%  Account Takeover, Fraud, Credential Harvesting

 Accounts & Credentials - Other  12.2%  Account Takeover, Fraud, Credential Harvesting

Payment Cards 7.0% Fraud

Tools & Templates 8.0% Various Cybercriminal Activities, Fraud

Fraud Guides 49.0% All of the Above
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PERSONAL DATA

Amount of Data & Cost: According to our analysis, personal data ranks as the 
number one type of data being sold on the dark web, at 
15.6 percent. We also found that the average price for a single personal record was 
$8.45. When you think about how that’s already too affordable for cybercriminals, 
the prognosis is far worse. In fact, the cost of a single personal record on dark web 
marketplaces can dip as low 
as just $1 – that’s less than 
the price of a pack of gum.

What the Data Means: 
This type of data includes 
information that is not 
directly tied to a login or 
financial data. For example, 
exposed personal data 
could include names, 
addresses, phone numbers, 
email addresses, zip codes 
and social security numbers. 

Risks to Your Business: 
When this type of data is 
purchased by criminals, it 
exposes organizations to 
a variety of digital risks, 
such as phishing attacks, 
business email compromise 
and account takeovers. 
Phishing attacks, for 
example, are often used to 
steal personal data, such 
as login credentials, and 
occur when an attacker 
masquerading as a trusted 
entity sends a malicious 
email, instant message or 
text. If and when a user 
opens a phishing email, the criminal can then access personal information to open 
new bank accounts/credit cards and steal the identity of the user. 

Business email compromise (BEC) is one of the more sophisticated types of scams, 
whereby criminals target businesses and individuals for a transfer of funds. For 
instance, an employee who works in the finance department of a global company 
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could receive a scam email from a criminal, which purports to be from a customer 
or vendor asking for payment of fees. The email could be designed to look just 
like an email would from the vendor. So if an employee has the ability to transfer 
funds in and out of the company’s bank account, attackers will target them to get 
them to move money from the business account to the account of the attacker. If 
the business email compromise left a senior executive’s data exposed, this could 
give attackers more leverage when impersonating bank executives in a phishing 
campaign. 

What To Do When Alerted to Risks: This content exposes organizations to a 
variety of threats, as the information involved enables criminals to both target 
individuals more accurately, as well as impersonate them. That’s why it’s vital to alert 
businesses to data theft early (and in real-time) so they have the opportunity to flag 
the data as compromised and prevent criminals from further using the stolen data to 
verify their identity (for fraudulent activities/accounts). 

Moreover, when evaluating threats such as phishing attacks or business email 
compromise, the IT department can take proactive measures to add two-factor 
authentication, force password resets and increase security and monitoring of those 
individuals.  And, because it’s important for senior-level executives to be made 
aware of the exposure and to be cautious/suspicious of the appearance of that 
data in future emails, providing reporting on these proactive measures can further 
minimize exposed data being used to further attack. By doing so, that will likely 
thwart phishing attempts being made by cybercriminals.
 

PAYMENT CARDS

Amount of Data & Cost: Payment card data accounts for 7 percent of the stolen data 
on the dark web marketplaces we examined. The price for payment cards ranged 
from as low as $1 to as high as $200 per card, with an average price per card of $18. 
Similar prices were fetched for payment card data being sold from the 2019 Wawa 
data breach.

What the Data Means: This includes listings for payment cards (credit or debit) that 
are up for sale, accompanied by varying degrees of personal data as well that may 
be needed to make full use of the stolen payment card data. To put this into context, 
over 23 million credit and debit cards were for sale in dark web forums in the first 
half of 2019, according to cybersecurity firm Sixgill’s Underground Financial Fraud 
Report. 

Risks to Your Business:  When sold on the dark web, this type of data opens up 
users to various types of fraud. If businesses (i.e. retailers, financial institutions) 
aren’t alerted to the fraud early on, it can lead to a serious data breach, which can 
then expose millions of data records. Credit card fraud increased by 18.4 percent in 
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2018 and is still climbing. This is a huge problem for financial institutions. 

At the same time, card not present (CNP) fraud is now 81 percent more likely to occur 
than point-of-sale fraud. Why is that important, you ask? As the rate of CNP fraud is 
on the rise and the average stolen payment card costs are relatively low (between 
$18 and $200), the risk of exposure will certainly be magnified. If financial institutions 
and retailers aren’t alerted to the exposure of the stolen data quickly, their customers 

could end up losing large amounts of money, having their identities stolen and even 
facing criminal charges as a result. 

There’s no doubt that credit card fraud can be damaging for consumers. But while 
consumers are typically protected against fraudulent purchases made on their debit/
credit cards, businesses are often left to cover the costs of those transactions and 
chargeback fees. 

What To Do When Alerted to Risks: When stolen payment cards are detected, 
organizations can immediately take action to shut down the card before payment 
card fraud occurs or significant losses occur.  These mitigation strategies allow 
organizations to decrease the overall losses for consumers and financial institutions 

https://www.javelinstrategy.com/press-release/identity-fraud-hits-all-time-high-167-million-us-victims-2017-according-new-javelin
https://www.javelinstrategy.com/press-release/identity-fraud-hits-all-time-high-167-million-us-victims-2017-according-new-javelin
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alike.  Organizations can either hire skilled experts to monitor the dark web or 
leverage software to continually monitor  and detect exposure and risk levels in real-
time. Having lax procedures could do serious damage to organizations’ reputations, 
customer trust, revenue and long-term growth.

ACCOUNTS & CREDENTIALS - FINANCIAL

Amount of Data & Cost: Accounts and credentials (financial) make up 8.2 percent of 
the stolen data on these dark web marketplaces. Our analysis found that listings in 
this category sold for an average of $33.16 per record, with some selling for as low as 
$5 and others being priced as high as $500. 

What the Data Means: 
This category includes 
account logins for BFSI 
(banking, financial 
services and insurance) 
related accounts, such 
as bank accounts, 
payment card accounts, 
or PayPal accounts. 
If you think about the 
costs of these types of 
records, coupled with 
the types of digital risks 
that result from the data 
being sold on the dark 
web, businesses cannot 
afford to be complacent 
or reactive in monitoring and detecting their digital risk. Doing so would not only lead 
to various types of fraud for their customers, but it would also severely damage their 
customer trust, relationships and brand reputation.

Risks to Your Business: This type of data, when stolen and sold on the dark web, can 
leave both users and businesses vulnerable to certain types of digital risks, such as 
account takeover, fraud and credential harvesting. It’s important to understand that 
account takeover fraud is not the same as identity theft. Account takeover is when 
criminals obtain a legitimate user’s account details to take over their online accounts. 
The goal of account takeover fraud is to make a profit by using the value in the 
account. 
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Credential harvesting, also known as password harvesting, is related to phishing, 
but isn’t the same thing. For example, a criminal could use a phishing email with a 
weaponized Microsoft Word document. When the intended recipient opens the Word 
document, it runs a macro that downloads credential-harvesting malware. But the 
recipient, in all likelihood, would never even know that their credentials have been 
stolen. 

In 2018, Iowa’s UnityPoint Health confirmed that it was the victim of a credential-
harvesting attack, which put the sensitive information of 1.4 million patients at risk. 
What’s especially worrying about this data breach is that the criminals tricked some 
employees into shared their confidential log-in credentials of one of the company’s 
trusted executives, giving attackers access to their internal email accounts from 
the period of March 14, 2018 through April 3, 2019. Given that the criminals had 
access to data in the business email accounts for over a year, the risk spread across 
the affected email accounts as well as its customers, partners, vendors and larger 
employee base. 

What To Do When Alerted to Risks: When an account takeover is launched, a 
criminal can do a number of activities – from updating billing/shipping address to 
changing account passwords to making fraudulent purchases (ecommerce, retailers) 
and even moving money to other accounts. The repercussions for failing to monitor 
and detect an account takeover can be severe for financial institutions and retailers. 
It can lead to an increase in chargebacks on accounts, an increase in customer 
complaints/transaction disputes, a decrease in customer trust, damage to the brand’s 
reputation and customer churn. 

ACCOUNTS & CREDENTIALS - OTHER

Amount of Data & Cost: This type of data accounts for 12.2 percent of the stolen data 
on the three dark web marketplaces we analyzed. The price of this type of data is 
quite varied – ranging from as low as $1 all the way up to $973, with an average price 
of $7 per account. 

What the Data Means: This category includes all other types of credentials, which 
typically covers services like online streaming services, pizza delivery and even 
pornography. 

Risks to Your Business: Stolen or leaked credentials expose organizations to a 
variety of risks. If those credentials belong to your organization, they represent 
compromised accounts, which must immediately be secured. 

What To Do When Alerted to Risks: Understanding which accounts are 
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compromised is the first step in 
this process. Even if the credentials 
in question belong to another 
organization, your organization still 
needs to be aware. Credential reuse 
is as much a problem as ever, and an 
account that belongs to your customer 
on another service or with another 
institution may still share credentials, 
personal data, or security questions 
with that customer’s account on your 
service. Understanding that the other 
service has been compromised allows 
you to proactively make the changes 
necessary to secure that user’s 
account on your service.

FRAUD GUIDES

Amount of Data & Cost: Fraud guides are, by far, the most frequently sold category 
of data on dark web marketplaces, at 49 percent. The average cost of a single guide 
is $3.88, whereas a collection of guides sold under a single listing costs $12.99. The 
average price across all listings was $7.80. 

What the Data Means: This category includes all listings purporting to sell a process 
- for example, how to open a fraudulent account at a specific financial institution. 

Risks to Your Business: This category targets organizations in a variety of 
ways. What they have in common is detailed information on how to export an 
organizations’ current policies. Oftentimes, the content in fraud guides doesn’t 
require any prior knowledge from the reader (criminal) and can realistically lead to 
successful execution of the outlined steps.
Understanding their appearance on the Internet and contents is immediately 
actionable, as it allows organizations to change vulnerable policies before they can 
be exploited at scale. 

It’s advantageous for organizations to think that many guides are fraudulent. Here’s 
why. Criminals who purchase a fraud guide from a seller typically have relatively 
little confidence that a guide is accurate. So as soon as a guide is tested, if it proves 
unreliable, they will immediately lose faith in the seller’s credibility. This is a good 
thing for businesses – if a business purchases a fraud guide early, they can change 
the affected internal policies immediately and thereby, render that fraud guide 
useless. As a result, the seller of that fraud guide will be discredited and likely 
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deemed untrustworthy by other criminals. 

What To Do When Alerted to Risks: One of the first steps to minimize the risk is to 
understand the parameters of the dark web as best as possible – or to add people 
to the teams with the necessary knowledge and skills. Fraud guides shouldn’t be 
underestimated, yet they often are. Of course, knowledge of how the dark web works 
isn’t enough. Organizations must implement a plan to track their data in real-time so 
they can understand the ways in which it could potentially be compromised – and act 

fast if and when the compromise occurs. From there, they should then conduct an 
in-depth analysis into the types and amounts of data that were exposed, where the 
exposure occurred and the varying levels of risk to their organization, customers and 
employees. 

TOOLS & TEMPLATES

Amount of Data & Cost: Tools and templates account for 8 percent of stolen data on 
the dark web marketplaces we analyzed. These listings ranged in price from $2 to 
$724, with an average price of $52.
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What the Data Means: This category includes software that enables other criminals 
to commit crimes. Examples include source code for “Scampages” or fraudulent 
mobile applications, as well as documents such as Photoshop templates. Templates 
are typically for fraudulent documents and can include anything from passports to 
bank statements of a specific financial institution. 

Risks to Your Business: The value of fraud guides is increased exponentially with the 
added offering of tools and templates. While fraud guides provide how-to instructions 
to help criminals access stolen data, tools and templates simplify, automate and 
speed up the process by which they can launch attacks based on the content in 
the fraud guides. So the combination of fraud guides with tools and templates 
significantly increases the level of risk to organizations. 

One example of a tool is a fraudulent mobile app. This is an unauthorized Android or 
iOS app that mimics the logo, branding and functionality of a legitimate business – all 
for the purpose of scamming users into downloading the fake app onto their mobile 
device. Once installed, the fraudulent mobile app is typically programmed to carry 
out several malicious actions depending on the design/intent of the criminal. It’s also 
not uncommon to see several hundred iterations of the same fraudulent mobile apps 
created, which can net the criminal with a significant stream of revenue. 

Meanwhile, a cybercriminal could buy a fake HTML template on the dark web that 
makes it easy to build and launch fake websites that look similar to actual retail and/
or banking sites. This is dangerous because a criminal could build a fake banking 
or retail website that’s then used in phishing scams, the sale of fraudulent goods 
and even to spread misinformation. Fraudsters could use these fake websites when 
emailing suppliers to order high-value goods on extended payment terms. 

Amidst the current Coronavirus outbreak, the use of fake websites to spread 
misinformation can have catastrophic effects on society – and for the organization’s 
reputation. For example, the Digital Shadows Photon Research team recently 
found that attackers have been observed tempting victims with URLs or document 
downloads using promises of important safety documentation or infection maps. 

What To Do When Alerted to Risks: The best defense is to establish robust policies 
and procedures that ensure a second set of eyes (and tools) can constantly monitor 
and validate business transactions and requests for goods, services or payments. 
It also requires organizations to provide education and training to their employees 
so that they are aware of the types of fake websites, apps and phishing emails that 
could be used by cybercriminals. Without that education, employees will inevitably 
leave corporate data at risk. 
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CONCLUSION

As we’ve outlined in this report, selling stolen data is a booming business for 
cybercriminals. In fact, cybercriminals earned a total of around $600 billion in 2018, 
according to Cybersecurity Ventures. As troubling as this is, it’s even more disturbing 
that the dark web marketplace operates similarly to big box retailers like Amazon and 
eBay. Just as these legitimate big box retailers have become the go-to source for online 
shopping among consumers, these illegitimate, ‘dark’ marketplaces have built up their 
reputation as the go-to source for online shopping – except just for stolen and illegitimate 
goods. 

The difference between legitimate big box retailers and those found on the dark web is 
the constant rise and fall of the marketplaces. Just in the last few years, should we have 
analyzed the top three marketplaces, we would have included Hansa, Dream Market and 
AlphaBay. However, all three have been shut down by law enforcement within the past 
several years. Therefore, a great challenge for organizations is the continuous monitoring 
within the changing marketplaces and forums. 

The risks to businesses are made exponentially worse as the price of stolen records 
is so incredibly cheap (sometimes as low as $1), and it is easy for criminals to get their 
hands on fraud guides, tools and templates that give them the know-how to use the 
stolen data to commit a variety of attacks and scams. This means that it’s currently easy 
for criminals to cause more damage than the cost of the data they need to do their work. 
It’s imperative that organizations take a proactive, diligent approach to monitoring and 
detecting for their employee, customer and proprietary data, in addition to their brand. 

Knowing that selling stolen data is such a profitable business, cybercriminals have 
targeted and will continue to pursue targets who they perceive to be weak or ill-
equipped to protect themselves (and their customers). And, because so many data sets, 
once available, become repurposed and repackaged by cybercriminals, continuously 
monitoring and detecting for data allows organizations to mitigate their digital risks. By 
identifying stolen or leaked information on the Internet quickly, effectively and securely, 
organizations can become increasingly more aware of the areas of digital risks and 
threats.  Whether it’s finding exposed data or guides targeting operational processes, 
organizations can take action to prevent ongoing attacks. In turn, organizations stay 
ahead of such risks and mitigate the potential types and amounts of damage that could 
ensue. 

There are tools and software available to provide access to the automation required to 
continuously discover new sites and new data on existing sites.  As markets disappear 
and re-appear, IT teams can maintain visibility of their digital risks across the dark web. 
Ongoing monitoring of your organization’s specific data (e.g. customer PII, employee PII 
and propriety) is critical and will allow organization to compare millions of web pages, 
many that are password protected and difficult to access, to your data to detect and 
mitigate digital risks.
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ABOUT TERBIUM LABS

Terbium Labs empowers organizations to reduce the risk of inevitable data 
exposure. Matchlight, the company’s comprehensive digital risk protection platform, 
features continual digital asset monitoring, robust analytics, and actionable 
intelligence, to quickly identify and minimize the impact of exposed data across the 
Internet – whether it’s the open, deep, or dark web. Featuring its patented data-
fingerprinting technology that ensures private data stays private, and unique fusion 
of data science, machine learning, and dedicated analysts, Terbium Labs provides 
pinpoint accuracy for early detection and remediation to understand risk exposure 
and keep organizations safe. Learn more about Terbium Labs’ unique approach to 
digital risk protection by visiting www.terbiumlabs.com or on twitter @terbiumlabs.

CONTACT US

For Sales: sales@terbiumlabs.com

For Marketing & Communications: pr@terbiumlabs.com

https://terbiumlabs.com/products/matchlight/
https://terbiumlabs.com
https://twitter.com/TerbiumLabs

